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| Bureau of Industry and Security
| Washington, D.C 20230

MAR 29 2004 5, B¢

REGISTERED MAIL - RETURN RECEIPT REQUESTED

Petrom GmbH Internstional Trade
Maria-Theresta Strasse 26
Munich 81675

Germany

Attn: Far-Maio Rabmani
Chief Executive Officer

Dear Mr. Rahanant:

The Bureau of Indusiry and Security, United States Department of Commerce ("BIS™) bas reason to
beligve that Petrom GmbH Inlemational Trade of Maonich, Germany ("Petrom”) has committed 13
vinlations of the Export Administration Regulations (the “Regulations”™),’ which are issued under the
authority of the Export Administration Act of 1979 (the “Act™).? Specifically, BIS charges that Petrom
committed the following violations:

Charge 1 (15 C.FR. §764.2{d} - Conspiracy to Export Check Valves and Spare Paris to [ran
without the Reguired U5, Government Auntherization)

From on or about March 1999 {o on or about May 2000, Petrom conspired and acted 1u concert with
others, known and unknown, to bring about acts that constitute vielations of the Regulations by
arranging the export from the United States to Iran via Germany of items subject to the Regulations and

The Regulations are currently codified i the Code of Federal Regulations at 15 (O F.R. Parts
730-774 {2003). The vielations charged occurred from 1999 to 2000. The Regulations governing the
viefations at issue are found in the 1998.2000 versions of the Code of Federal Regulations {13 CFR.
Parts 730-774 (1999.2000)). The 2003 Reguolations establish the procedures that apply to this matter.

PSOULR.C app. 68 2401 2420 (2000). From August 21, 1994 through November 12, 2000, the
Act was in Japse. During that peried, the President, through Executive Order 12924, which had been
extended by successive Presidential Notices, the last of which was August 3, 2000 3 CER,, 2000
Comp. 397 (2001}, vontinued the Regulations in effect under the Interpational Emergency E‘conomh
Powers Act (50 ULS.C. 5§ 1701 ~ 1706 {20000 (“IEEPA”). On Noveamber 13, 2000, the Act was
reauthorized by Pub. L. No. 106-308 (114 Stat. 2360 (2000)) and it remained m effect through August
20, 2001, Bxecutive Order 13222 of August 17, 2001 (3 C.F R, 2001 Comp. 783 (2002)), which has
heen extended by successive Presidential Notices, the most recent being that of August 7, 2003 (68 Fed.
Reg. 47833, August 11, 2003}, continues the Regulations i effect upder IEEPA. The Actand
Regulations are avatlable on the Government Printing Office website atr Atip/w3 access.gpo. go ,f .
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the Iranian Transactions Regulations * without the required U.S. Government asthorizations. Pursuant
to Section 746.7 of the Regulations, authorizations were required from the Office of Foreign Assets
Control, LS. Depariment of Treasury (“OFAC™) before the items could be exported to Iran. In
furtherance of the conspiracy, Petrom and s co-conspirators devised and emploved a scheme under
which the U.S. exporter would send the items to Pefrom in Germany, which would then forward the
ems Lo their ultimate destination in Iran. In so doing, Petrom committed one violation of Sectinn
764.2(dy of the Regulations.

Charge 2 {15 C.F.R. §764.2(c) - Soliciting an Export to Iran Without the Reqguired U.S.
Government Authorization)

On or about March 30, 1999, Petrom solicited a violation of the Regulations when it ordered check
valves and spare parts from a U.S. company for export to Iran via Germany without the required U.S,
Government authorization. Pursuant io Section 746.7 of the Regulations, authorization from OFAC was
required for the export of check valves and spare parts, items subject io the Regulations and the Iranian
Trapsactions Regulations, from the United Staies to Iran. No OFAC anthorization was oblained for the
export. In so doing, Petrom commilted one violation of Section 764.2{c) of the Regulations.
Charge 3 (15 C.F.R. § 764.2(2) - Ordering Check Valves and Spare Parts with Knowledge that
@ Violation of the Regulations was Intended to Occur)

I connection with facts referenced in Charge 2, Petrom ordered check valves and spare parts with
knowledge that a violation of the Regulations was intended to ocour. At all times relevant hereto,
Petrom knew that prior anthorization was required from OFAC to export the check valves and spare
parts, items subject to the Reguolations and the franian Transactions Regulations, to Iran. Petrom ordered
the check valves and spare parts knowing that they would be exported to Iran without the required 1.8,
Ciovernment authorization. In so doing, Petrom commitied one violation of Section 764.2(c) of the
Regulations.

Charge 4 {15 CLE.R. §764.2(c} - Soliciting an Export to Iran Without the Required U.S,
Government Authorization)

On ot about Jaly 8, 1999, Petrow solicited a violation of the Regulations when it ordered a Pyrgent Plus
test kat from a U.S. company for export to Iran via Germany without the required U.S. Governroent
authonzation. Pursnant to Section 746.7 of the Regulations, anthorization fram OFAC was required for
the export of a Pyrgent Plus test kit, an item subject to the Regulations and the Iranian Transactions

* The Trantan Transactions Regulations are currently codified in the Code of Federal Regulations
at 31 C.F.R. Part 560 (2003},
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Regulations, from the United States to Iran, No OFAC anthonzation was obtained for the export. Inso
doing, Petrom committed one viclation of Section 764,2{c) of the Regulations.

Charge § (15 CF.R, § 764.2(e} - Ordering Check Valves and Spare Parts with Knowledge that
a Violation of the Regulations was Iatended to Occur)

I connection with facts referenced in Charge 4, Petrom ordered a Pyrgent Plus test kit with knowledge
that a violation of the Regulations was intended to occur. At all times relevant hereto, Petrom knew that
prior authorization was requived from OFAC to export a Pyrgent Plus Test Kit, an item subject to the
Regulations and the Iranian Transactions Reguolations, from the United States to Iran. Petrom ordered
the Pyrgent Plus test kit knowing that it would be exported to Iran without the required U.S. Government
authorization. In so doing, Petrom committed one vielation of Section 764.2{e} of the Regulations,

Charge & {15 C.F.R. §764.2{c) - Soliciting an Expert to Iran Without the Reguired UK.
Government Authorization)

On or about September 14, 1999, Pelrom solicited a violation of the Regulations when 1t order a freight
forevarder in the United States 1o ship tire curing bladders from the United States to Germany. The
uitimate destination of the tive curing bladders was Iran and such shipment was to occur without the
reguired U.S. Goverrument authorization. Pursuant to Section 746.7 of the Regulations, authorization
fromw QFAC was required for the export of tire curing bladders, items subject to the Regulations and the
Iranian Transactions Regulations, from the United States o Iran. No OFAC anthorization was obtamed
for the mtended export which was detained prior to export by the Department of Coramerce. Inso
doing, Petrom committed ong violation of Section 764.2{(c) of the Regunlations.

Charge 7 (15 CFR. § 764.2(¢) - Ordering Tire Curing Biadders with Knowledge that a
Vicolation of the Regulations was Intended to Occur)

In connection with the facts referenced in Charge 6, Petrom ordered tire curing bladders to be shipped to
Germany with knowledge that a viclation of the Regulations was intended to ocour as Iran was the
intended ultimate destination of the bladders. At all times relevant hereto, Petrom knew that prior
authorization was required from OFAC to ship tire curing bladders, tems subject o the Regulations and
the franian Transactions Regnlations, to Germany for further shipment to Iran, Petrom ordered the
shipment of tire curing bladders 1o Germany knowing that Iran was the intended ultimate destination of
the bladders and that the shipment would accur withont the required 118, Govermment authorization. In
so dotng, Petrow commitied one violation of Section 764.2(e) of the Regulations.

Charge 8 {15 C.F.R. §764.2{c) - Soliciting an Export to Irap Without the Required U5,
Government Authorization)
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On or about September 1999, Petrom solicited a violation of the Regulations when it ordered tire curing
bladders from a U.S. company for export to Iran via Germany withouot the required U.S. Government
authorization. Porsuant to Section 746.7 of the Regulations, suthorization from OFAC was required for
the export of tive curing bladders, items subject to the Regulations and the lranian Transactions
Regulations, from the United States to Iran. No OFAL authorization was obtained for the export which
was detained prior to export by the Department of Commerce. In so doing, Petrom commiited one
viclation of Section 764.2(¢) of the Regulationa.

Charge 9 (13 C.P.R. § 764.2(e} ~ Ordering Tire Curing Bladders with knowledge that a
Violation of the Regulations was Intended te Occur)

in connection with the facts referenced in Charge 8, Petrom ordered tive curing bladders with knowledge
that a viclation of the Regulations was intended to oveur. At all times relevant hereto, Petrom knew that
prior authorization was required from OFAC to export tire curing bladders, Hems subject to the
Regulations and the Iranian Trapnsactions Regulations, from the United States to Iran. Petrom ordered
the bladders knowing that they would be exported to Iran without the required U.S. Government
authorization. In so doing, Petrom committed one violation of Section 764.2{e} of the Regulations.

Charge 18 (15 CF.R, §764.2(c) - Soliciting an Export to Iran Without the Reguired LLS,
Government Anthorization)

On or about August 10, 1999, Petrom solicited a vinlation of the Regulations when it ordered regulator
valves and a repair kit from a U8, company for export to Iran via Germany without the required 115
Government authorization, Pursuant to Section 746.7 of the Regulations, authorization from OFAC was
required for the export of regulator valves and a repair kit, items subject to the Regulations and the
Trantan Transactions Regulations, from the United States to ran. No OFAC authorization was obtained
for the export, which was detained prior to export by the Department of Commerce. In o doing, Petrom
committed one violation of Section 764 .2{c} of the Regulativns.

Charge 11 {15 C.F.R. § 764.2(e} - Ordering Regulator Valves and a Repair Kit with Knowledge
that a Vielation of the Regulations was Intended to Oceunr}

In commection with the facts referenced in Charge 10, Petrom ordered regulator valves and a repair kit
with knowledge that g violation of the Regulations was intended to occur. At all times relevant hereto,
Petrom knew that prior asthorization was required from OFAC to export regulator valves and repair kit,
items subject fo the Regulations and the Irantan Transactions Regulations, from the United States o lran.
Petrom ordered the shipment knowing that the regulator valves and repair kit would be exported to fran
without the required U.S. Government authorization. In so doing, Petrom committed one violation of
Section 764.2(2) of the Regulations,
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Charge 12 (15 CER. §764.2(c) ~ Soliciting an Export to Iran Without the Required U.5,
Government Authorization}

On or abowt June 18, 1999, Petrom sohicited a violation of the Regulations when it ordered elecirical
equipment from a U8, company for export to Iran via Germany without the required U3, Government
authorization. Pursuant to Section 746.7 of the Regulations, authorization from OFAC was required for
~ the export of electrical equipment, tems subiect to the Regulations and the lrantan Transactions
Regunlations, from the United Slates to bran. No OFAL authorization was obtained for the export, which
was never shipped from the manufacturer. In so doing, Petrom committed ene violation of Section
764.2{(c) of the Regulations.

Charge 13 (15 CF.R. § 764.2(2) - Ordering Electrical Equipment with Knowledge that a
Violation of the Regulations was Intended te Occur)

In connection with the facts referenced i Charge 12, Petrom ordered electrical equipment with
knewledge that a violation of the Regulations was intended to occur. At all tiraes relevant hereto,
Petrom knew that prior authorization was required from OFAC {o export electrical equipment, items
subject to the Regulations and the Iranian Transactions Regulations, from the United States to Tran,
Petrom ordered the equipment from a ULS. company knowing that the equipment would be exported to
fran without the required U.S. Government authorization. In so doing, Petrom commitied one violation
of Section 764.2(g) of the Regulations,

Acecordingly, Pelrom 1s hereby notified that an administrative proceeding is instituted against it pursuant
1o Section 13(¢) of the Act and Part 766 of the Regulations for the purpose of obtatung an order
imposing administrative sanciions, inchuding any or all of the following:

The masimurn civil penalty allowed by law of $11,000 per violation;!

Dremial of export privileges; and/or

Fxelusion from practice before BIS.

if Petrony fails to answer the charges contained in this letter within 30 days after being served
with notice of issuance of this letter, that fatlure will be treated as a defanlt. (Regulations, Sections
766,60 and 766.7). 1f Petrom defaults, the Adwnnistrative Law Judge may find the charges alleged 1o this

letter are true without hearing or further notice to Petrom. The Under Seeretary of Commerce for
fndustry and Security may then impose up to the maximum penalty en each charge in this letter.

t See 15 CFR, §6.4(a)2) (2002),
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Petrom is further notified that it is entitled o an agency hearing on the record i it files a wiitten
demand for one with its answer. (Regulations, Section 766.6). Petrom is also entitled to be represented
by counsel or other authorized representative who has power of atfomey to represent it. (Regulations,
Sections 766.3(a) and 766.4).

The Regulations provide for settlement without a heaning. {Regulations, Section 766.18). Should
Petrom have a proposal to setile this case, Petrom or its representative should transmit the offer to me
through the altorney representing BIS named below.

The U.S. Coast Guard is providing administrative law judge services in connection with the
matters set forth 1o this letter. Accordingly, Petrom’s answer saust be filed i accordance with the
mnstructions in Section 766.5(a) of the Regulations with:

118, Coast Guard ALY Docketing Center
40 S, Gay Street
Baitimore, Maryland 21202-4022

I addition, a copy of Petront’s answer mst be served on BIN at the following address:

Chief Counsel for Industry and Security
Attention: Philip Anke}

Room H-3839

United States Department of Commerce
il Street and Constitution Avenue, NJW.
Washington, D.C. 20230

Philip Ankel is the altorney representing BIS in this case; any commugications that yon may wish
1 bave concerning this matter should oceur through bim. he may be contacted by telephone at (202}
4825301,

Sincerely,

Wt Ko for

Mark 1. Mevetee
Brirector
Office of Export Enforcament



 UNITED STATES OF AMERICA
UNITED STATES DEPARTMENT OF COMMERCE
BUREAU OF INDUSTRY AND SECURITY

In the Matéer of:

PETROM GubH INTERNATIONAL TRADE,

RESPONDENT

noor “aae’ "wnd” newr’ ewef “owort “onn

Drocket No. 04-BIS-11

RECOMMENDED BECISION AND ORDER

Before; .

HONORABLE WALTER J. BRUDZINSKI

Adminigtrative Law Judge
United States Coast Guard

Appesrances:

For the Burean of Industry and Secuaty

PHILIP K. ANKEL, Hsy,
Office of Chief Counsel _
Burean of Industry and Security

For the Respondent

- Dr, B. Khadjavi-Gostard, Bsg.

Dir. Veronika Hausmann, Esq.

KHADJAVI HAUSMANN & IfER\IBRUCK
Brienner Strasse 10

{Arco-Palais)
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| PRELIMINARY STATEMENT

éﬂ March 29, 2004, the Bureau of Industry and Security (“BIS” or “Ageney”) filed a
formal Complaint against Petrom GmbH International Trade, (*Petrom” or |
“Respondent”™) charging thirteen (13} counts af’ violation of the Export Adméﬁistmtion
Act of 1979 (‘BAA”) and the Bxport Adminiémiidn Regulations ("EAR” or
“Reglﬂaﬁ@ns”)f See 50 Us.C A@p, §8 240120 (i")?)i),‘ amended by Pub, L. 106-508,
114 Stat. 2360 (Supyp. 2002); 15 CF.R. Parts 730-74. The EAA and its vnderlying
Regulaﬁcns wors crsated w e,stabhsh a sy stemn of mntmiimg exports by baiancmg
national se:wntv, foreign poliey and domestic supply needs with t}w interest of
encouraging export to e«nhaﬁcﬁ . the economic well being” of the United States. See
Times Publ’z Co, v, United St tes ep’t of Commerce, 236 F.3d 1286, 1290 (1% Cir,
2001); see also 50 US.C. App. §§ 2401-02° The Charging Letter asserts that for the
peried of time from on or gbout March 1999 to on or about May 2000, Petrom engaged in
ﬁﬂamiwﬁmd acts in violation of the Export Administration Regulations under 15 C.F R,
§ 764.2, in that, they conspired to export tems to Fran without U S goverément spproval,

solicited eprfts to Iran without U.8. government approval, and ordered parts and

Y Due to the nature of this transaction, the itema in guestion are alvo subject to the Iranisn Tranasctions
Regpudations wader the jurisdiction of the Depatm;xmt of Treasury™s OQffice of Forelgn Asssts Condrol
OFAC)

' £ " The BEAA and all regulations under it expired on August 20, 2001, See S0 US.C. App. § 2419, Thees (3)

days before ity expiration, the President declared that the kpse of the EAA constitutes & national

- emergensy. See Bxec. Order. No, 13222, reprinted in 3 CFR. at §§ 783-84, (2002), Exercising suthority
under the International Brergency Beonomic Powers Act (IEBPA), 50 US.C. §§ 1701-05 (2002), the
Prevident maintained the effectivenass of the BFAA and its underlying regulations throughout the expiration
period by issudng Bxec. Order, No. 13322 (Aug. 17, 2001). The effectiveness of the export control faws

- and regulations were further sxtonded by Notive izsucd by the President on August 14, 2002 and August 7,
2003, Ses Notive of August 14, 2002: Continuation of Emergency Regarding Bxport Control Regulations,

reprinted in 3 CER, at 306 (2003) and 68 Fed. Reg, 47833, August 11, 2003, Couris have held that the

sontinved operation and effectivences of the HAA and itz regulations ﬂzmugh ﬁm issuamze af I‘im:utzve

(m‘iers by tiw ?msidem c:mstimes a valid m;ercisa of authamy ,Sgg Wisconsin Projoct on Mucless Arms




equipment with the knowledge that a violatipn was intended to ooour. The March 29,
2004 Charging Letter alleges the following:

Charge 1 (15 CER. § 764.2(d} ~ Conspiracy to Export Check Valves and Spare Pasts to
Iran without the Reguired U.S. Gavemmm&ﬁuﬁwzizaﬁm}

From on or about March 1999 1o on or about May 2000, Petrom conspired
and acted in concert with others, known and m&knc}ml, {0 bring about acts
that constitute violations of the Regulstions by arranging the export from
the United States to Iran via Germany of items subject to the Regulations
and the Iranisn Transactions Regulations without the required 1.8,
Government authorizations. Pursuant to Section 746.7 of the Regulations,

- authorizations were required fom the Offics of Foreign Assets Conirol,

- U.S, Department of Treasury {(“OPAC) before the items could be
exporied to Iran. In furtherance of the conspiracy, Petrow and its co-
conspirators devised and employed a scheme under which the U.S,
gxporter would send the items to Petrom jn Germany, which would then
forward the items fo their ultimate destination in fran, In 30 doing, Petrom
commiited one violation of Section 764.2{d} of the Regulations.

Charg@ 2 (15 CE.R. § 764.2(c) ~ Soliciting an Export t Iran Without the Required U.S.
Gov emment Authorization) _ ,

On or about March 30, 1999, Petrom solicited a violation of the
Regulations when it ordered check valves and spare parts from a U.S.
company for export to fran via Germany without the required 1.8.
Government anthorization. Pursuant fo Section 746.7 of the Regulations
authorization from OFAC was required for the export of check valves and
spare parts, items subject to the Regulations and the Tranian Transactions
Regulations, from the United States to Iran. No OFAC suthorizetion was
obtained for the export. In so doing, Petrom committed one violation of
Section 764.2(c) of the Regulations.

Charge 3 (15 CF.R. § 764.2(g) ~ Ordering Check Valves and Spare Parts with
Kuowledge that & Vielation of the Regulations was Intended to Qocur)

In connection with tacts referenced in Char ge 2, Petrom ordered check
valves aud spare parts with knowledge that a violation of the Regulations
was intended to ocour, At all times relevant hereto, Petrom knew that
prior authorization was required from OFAC to export the check valves
and spare parts, items subject to the Regulations and the Iranisn
- Transactions Regulations, to Iran. Petrom ordered the check valves and

spare parts knowing that they would be exported to Iran without the

 requived U.S. Government authorization. In so doing, Petrom c@mmitted
one violstion of Bection 764. 2(%} of the Regu}aﬁans .



Chaige 4 (15 C.E.R. § 764.2(c) - Soliciting an Export to Tran Without the Required U.S.
Government Authorization)

QOn or about July 8, 1999, Petrom solivited s violation of the Regulations
when it otdered a [Pyrogent] Plus test kit from a U.S, company for export
to fran via Germany without the required U.S, Government authorization,
Pursuant fo Section 746.7 of the Regulstions authorization from OFAC
was required for the export of 4 [Pyrogent] Plus fest kit, an item subject to
the Regulations and the lranian Transactions Regulations, from the United
States to Iran, No OFAC authorization was obtained for the export. In so
doing, Petrom comumitied one violation of Section 764.2(c) of the
Regulations,

Charge 5 (15 C.F.R. § 764.2(¢) - Ordering [ Pyrogent Plus test kit] with Knowledge that
a Violation of the Regulations was Intended to Occur)

I connection with facts refevenced in Charge 4, Petrom ordered 3
[Pyrogent] Plus test kit with knowledge that a violstion of the Regulations
was intended to ocour. At all mes relevant hereto, Pefrom knew that
prior authorization was required from OFAC to export 3 [Pyrogent] Plus
Test Kit, an item subject to the Regulations snd the Iranian Transactions
Regulations, from the United Siates o Iran. Petrom ordered the
[Pyrogent] Plus test kit knowing that they would be exported to Iran
without the required U.S, Government authorization, In so doing, Petrom
committed one violation of Section 764.2(¢) of the Regulations.

Charge 6 {15 CF.R. § 764.2(c} — Soliciting an Export to fran Without the
Required U.8. Government Authorization)

On or about September 14, 1999, Petrom solicited g violation of the
Regulations when it ordered a freight forwarder in the United States to
ship tire curing bladders from the United States to Germany. The ultimate
destination of the tire curing bladders was Iran and such shipment was to
occur without the required U.8. Government authorization. Pursuant to
Section 746.7 of the Regulations anthorization from OFAC was required
for the export of the tire caring bladders, ifems subject to the Regulations
and the Iranian Traosactions Regulstions, from the United States to Iran,
No OFAC anthorizstion was obtained for the intended export, which wag
detained prior to export by the Department of Commerce, In so doing,
Petror committed one violation of Section 764.2(c) of the Regulations,

&%



Charge 7 {15 CFR, § 764.2(e) ~ Ordering Tire Curing Bladders with K;mwledge that a
Violation of the Regulations was Intended to Ocour)

In connection with facts referenced in Charge 6, Petrom ordered tire
curing bladders to be shipped to Germany with knowledge that a viclation
of the Regulations was intended to occur as Iran was the intended ultimate
destination of the bladders. At sll times relevant hereto, Petrom knew that
prior authorization was required from OFAC to ship tive curing bladdess,
items subject to the Regulations and the Iranian Transactions Regulations,
o Germany for finther shipment to Iran. Petrom ordered the shipment of
tire curing bladders to Gamany knowing that Tran was the intended
ultimate destination of the bladders and that the shipment would cccur
“without the required U.S. Government suthorization. In so doing, Petrom
committed one violation of Section 764.2(e) of the Regulations,

- Charge 8 (15 C.ER. § 764.2{c) ~ Soliciting an Export to Iran Without the Required U.S,
Government Authorization) '

On or gbout September 1999, Petrom solicited a violation of the
Regulations when it ordered tire curing bladders from a ULS, company for
export to Iran via Geapany without the required U.8. Government
suthorization. Pursuant to Section 746.7 of the Regulations awthorization
from OFAC was required for the export of tire curing bladdeys, items
subject to the Regulations and the Iranian Transactions Regulations, from
the United States to Iran. No OFAC authorization was oblained for the
export, which was detsined prior to export by the Department of
Commerce. In so doing, Petrom committed ons violation of Section
764.2{c) of the Reguiaﬁons

Charge 9 (15 C.F.R. § 764.2(e} ~ Ordering Tire Curing Bladders with meiedge that a
Violation of the Regulations was Intended to Ocowr)

Tn connection with facts referenced in Chm‘ge 8, Petrom ordered tire
curing bladders with knowledge that a violation of the Regulations was
intended to occur. At all times relevant hereto, Petrom knew that prior
authorization was required from OFAC to expost tire curing bladders,
items subject to the Regulations and the Iranian Transsctions Regulations,
from the United States to Tran, Petrom ordered the bladders knowing that
they would be exported to Iran without the required U8, Government
guthorization. In so doing, Petrom conunitied vae viclation of Section
764.2(s} of the Regulations,



C’ixarge 19 {13 CFR. § 764.2(c) ~ Sohcﬁmg 84 Expeﬂ to Tran Without the Reqmred LS,
Government Authorization)

On or about August 16, 1999, Petrom solicited a violation of the
Regulations when it ordered regulator valves and a repair kit from a 118,
company for export to Iran viz Germany without the required U.S.
Government suthorization, Pursuant to Section 746.7 of the Regulations
authorization from OFAC was required, for the export of regulator valves
and a repair kit, ifems subject to the Regulstions and the kanian
Transactions Regulations, from the United States to Iran. No QFPAC
anthorization was obtained for the export, which was detained prior to
gxport by the Department of Commerce. In so doing, Petrom committed
one violation of Section 764.2{(c) of the Regulations.

Charge 11 (15 CER, § 764.2(e) Ordem&g Regulator Valves and a Repair Kit with
Knowledge that a Violation of the Regulations was Intended to Occur)

In connection with facts referenced in Charge 10, Petrom ordered
regudator valves and a repsir kit with knowledge that s violation of the
Regulations was intended o ocour. At all Himes relevant hereto, Petrom
knew that prior suthorization was required from OFAC to éxport regulator
valves and repair kit items subject to the Regulations and the Iranian
Transactions Regulations, from the United States to Tran, Petrom ordered
the shipment knowing that the regulator valves and repair kit would be
exported to fran without the required 1.8, Government suthorization, In
se doing, Petrom committed one violation of Section 764.2(¢) of the
Regulations,

- Charge 12 (15 C.FR. § 764.2(c} ~ Soliciting an Bxport to Iran Without the Required U.S.
CGovernment Authorization)

Oun or abeut June 18, 1999, Petrom solicited a violation of the Regulations
when it ordexed eimeal eqmpmams from & U.8, company for export to
Iran via Germany without the required U.8. Government suthorization.
Pursuant to Section 746.7 of the Regulations authorization from OFAC -
was required for the export of electrical squipment, items subject to the
Regulations and the Iranian Transactions Regulations, from the United
States to Iran. No OFAC guthorization was obtained for the export, which
was never shipped from the manufacturer. In so doing, Petrom comumitted
one violation of Section ’}’64 2cyof the Regulations,

* In its Memorandum and Submission of Evidence to Suppiement the Record, dated Qutwber 20, 2004,
BIS refers to the Bleotrical Eqmpmexzt icienﬁﬁeé in Charges 12 and 13 as “Mercury Thermal Systeros and
{thamcm%ii&} s



 Charge 13 (15 CF.R. § 764.2(0) ~ Ordering Electrical Equipment with Knowledge that a
Viclation of the Regulations was Intended to Ocour)

In conngction W;th facts referenced in Charge 12, Petrom ordered
glectrical equipment with knowledge thet 8 viclation of the Regulations
was intended to oceur. At all times relevant hereto, Petrom knew that
priot suthorization was required from OFAC to export slectrical
equipment, items subject to the Regulations and the Iranian Transactions
Regulations, from the United States to Iran. Petrom ordered the
squipment from a U.8, company knowing that the equipment would be
exported to Iran without the required U.8. Government authorization. In
so doing, Petrom committed one violation of Section 764.2(¢) of the
Regulations,

Following the grant of several extensions of ime to file an Answer, on July §, 2004,
Petrom, through its aticmey, Dr. B, Khadjavi-Gonterd, filed a formal Angwer denying
“any intention o reexport 1o Iran the subject goods. Petrom stated that the goods
imported to Germany “were not reexported to Iran” and with regard to the %rgm six
(&} through nine (9}, that a “misunderstanding as to the destination of the shipment had
been caused by a mistaken review of ] order reference pumbers....” Inits Answez,
Petrom did not formally defmaﬁ& a hearing and on July 27, 2004, this maﬁez‘ was assigned
pursnant to 15 CE.R, § 766.15 to the Honorable Peter A. Fitzpatrick, Administrative Law

“Judge (ALJ), Norfolk. BIS regulations provide that a written demand for hearing must be
explicitly stated. Id. As in this case, Respondent’s failure to formally demand a hearing
is deemed a waiver of Respondent’s right to s hearing and this Recommended Decision
and Order is hereby issued on the basié of the submitted revord.” Sesid. and § 766.6(c).

- On Auogust 18, 2004, an Order to File Briefs was issued directing the parties to file the

necessary, “Affidavits or declarations, depositions, admissions, snswers to interrogatories

and stipalations” to supplement the record. In that Order, the parties were placed on

 * Mo witness testimony was recsived in this proceading, The case Indes of the offivial record provides the ‘
exclusive listing of documents received in this matter. A copy of the Indsx is provided as Atlachment A.

$
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- notice that proceeding on the record “does not reliove the parties from the necessity of
proving the facts sz:@pcrting their charges ov defenses.” (citation provided to § 766.15).

- On September 7, 2004, Petrom filed 2 response, reasserting the defenses raised in
thefr hly 5, 2004 Answer and z’eqzieste{i that “Respondent should be informed by the
Court sbout the facts presented 0 BIS” in order to comply with the ALY's August 18,
2004 Order to file briefk or documents.  On September §, 2004, the Honorable Peter A,
Fitzpairick issued an Order stating that the burden of proof in this administrative
proceeding lies with the Agency and that gn? submission regarding same must be served

‘upen Respondent. Respondent was then igivam ast opportunity to sulunit documentation
in support of its defense following the receipt of Agency materials. On Septembef 20,
2004, the parties were granted a thirky (30} day stay to file briek fai!(}wmg the parties’
request to allow “further [discussion off the factual basis for Respondent’s response and
to discuss resolution of this matter.””

On Qelober 20, 2004, the Agency filed its Memorandum and Submission c»f Evidence
to Supéiemeﬁt the Record (Agency Bmi} The Agency’s Brief contained thirty-nine (39)
exiiﬁbits, Several of the exhibits were translated from German to English by AB Si
Tranglation Services, Inc., 8350 N,W.- 53 Terrace, Sutte 209, Mismi, Florida 33166.
Fellowing receipt of the Agency’s Brief, Respondent sought an additional extension of
time in order o prepare its sz;bmissian, Pespondent’s request for an additional extension
of time was granted by Order dated November 4, 2004,

On November 24, 2004, Respondent filed its submission to supplement the record
- entitled, Respﬁixdéni’s Answer to iixe} Memorandum and Suﬁﬁmissian of Evidence to

Supplement the Record Submitted by the Bureau of Industry and Security (Re&poﬁdent’s .



Brief). At this point, Respondent’s defense can generally be characterized as the failure
by the Agency to show that Respondent either, exported or intended to export, or had
knowledge that the items in question were to be exported to Iran and that Respondent
*does not accept and acknowledge the extraterritorial effect of the U8, Iranian
Transaction Rogulations as claimed by the BIS.”

On December 28, 2004, this matter was reassigned by the Chief Administrative Law
Jodge to the undersigned Judge. On Jamuary 3, 20035, an Order to File Pre-decisional
Briefs was issued to pra:svi&e the parties with sn opporfunity to file any:

I. oxceptions to any ruling made by this Admindstrative Law Judge or to the

admissibility of evidence proffered in this matter;

2. proposed findings of fact and conclusions of law;

3. supporting legal srguments for the exceptions and proposed findings and

conclusions submitted; and
4. aproposed order.

On Jamaary 24, 20‘05-, BIS filed is Memémmium of Proposed Findings of Fact and
| Clonclusions of Law, which included a proposed monetary sanction in the amount of
$143,000 and a denial of export privileges for twenly {20) vears. Réspcsn{iem did not file
any proposed findings, Given that the partics have been provided an ample amount of
time.zmé oppertunity to supplement the record and, in keeping with the procedures set
forthin 15 C,F.R. Part 766, 1 find that this n3atter is now rips for decigion.

For the reasons that follow, T hereby find that the Bureau of indﬁs&y and Security has
met its burden as shown in the written record by the preponderance af' substantial,
| reliable, and probative evidence that Petrom GmbH {ntemétiami ’I’%adc violated the
Export Administration Act and its supporting Regiﬁatiens as aileged in the March 29,

2004 Charging Letter,
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 FINDINGS OF FACT

On May 8, 1995, the President of the ﬁnited States signed Executive Order 12959
to prohibit certain transactions, iziciuding the export and reexport of certain iterns
with respect to fran (“Iranian Bmbargo™), Exhibit 29, Agcncy Brief, 60 Fed. Reg.
“"47‘3? May 9, 1995.°

}:ﬂxeﬁuuve Order 12859 pmﬁibits the éxpart or reexport of virtually sll U.S,

commercial transactions with Iran, unless a license has been previcusly issued or

the transaction is exempt by statote. Bxhibit 2, Agency Brief,

The United Stetes Department of Treasury, Office of Foreign Assets Control
{(OFAC) sdministers the Iranian Transactions Regulations (31 CE.R. Part 560)
onder the authority of the International Bmergency Economic Powers Act

{IBEPA) (30 U.S.C, §§ 1701 et s2g.}, the National Emergencies Act, (50 U.S.C.

£§ 1601 ef seq), and the International Sm:urity and Development Cooperation Act

of 1985, (22 U.S.C. §§ 2349aa-9), Exhibit 1 and 2, Agency Brief.

The OFAC is charged with adﬁzinistering the Iranian Bmbargo, which includes
iterns subject to the BExport Administration Regulation (“BAR™). The Bureau of
Industry and Seém*ity 'aié@ administers licensing requirements under the BAR for
items that may be exported or rcexgﬁﬁéd to Iran, Exhibit 2, Agency Brief, see

alsn 15 CF K. § 746, 7(&){2}

* Unless noted, the citations provided hereunder referonce the exhibit numbers associated with the
Agency's Memorandum asd Subndssion of Bvidencs to Supplement the Record (*Agency Brief”) and
Respondent’s roply to the Agency's Brief (“Respondent’s Brief”). Several of the Agency’s exhibits were
trsnslated from German 10 Bnglish ss provided for by AB $i Translation Services, Ine,, 8350 N.w, 52
Tervace, Suite 209, Miawi, Florida 33166, To the extent provided the Agsncy’s Proposed Findings of
Faets and Com,iusmm of Law are scoepied and incorporated herein. The Kef;pondem did not submit any

Proposed Findings of Facta and Conolusions of Law

11



5. The Uniteé Statas of America and the Federal Republic of Germany signed &
mutusi agreement regarding s;ﬁstém relsted activities and will lend assistance to.
eé,ch respective Custorn Agency in order to facilitate trade cooperation between
nations, Exhibit 3 and 6, Agency Brief.

6. The .German Customs Authority is named Zollkriminalamt or “ZKA” In
response to é request by the U8, Customs Service, known presently as the Burean
of Immigration and Customs Baforcement (“ICE™), ﬂ&é ZKA provided assistance
with regard to the activities of ?e&mﬁ. The ZKA issued a.rgpc;rt {“ZKA Report™
on March 21, 2000, which was transtated by Heike Spelt and is provided as

Bxhibit 4 and 5, Agéncy’s Brief,

General Findings Reported Under the ZKA Report ©

7. Petrom GmbH International Trade is a company registered in the Commercial
Registry of Munchen, Germany. Since 1997, Pelrom's commercial address is
Maria Theresia Str. 26, D-81 75 Manchen,

8. Petrom’s commercial objective is “trads of any kind, especially import and export
of industry prcduéts, raw materials and agriculture products.” |

9. ('I’he- sole pro?rie:tor is Majid Rashmanifar, His last name may be spelled as
“Rahmani” or “Rahmanifar.”” The Respondent’s Attorney indicates that Mr.
Majid Rahmani-Far is the Chief Executive Officer of Petrom. See Respondent’s

request for extension of time, dated June 1§, 2004 |

¢ Unless sioted otherwise, alf citations in this subsection pertain to Exhibit 4 (ZK.A Report), Agency’s Brief,
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10. Born April 28, 1961 in Teheran, Iran and is ?te&@ﬁﬁ}? an Tranian citizen, Mr.

Raghmanifar has further ventures in other companies, including one company

named Petrom International Trade 8.1, located in Madrid, Spain,

11, Petrom used an invoice numbering system with the following convention: *“client

mumber, / BS (=Bnguiry }Saie} + consecutive numbers per client/ RE 1 (if partial

- delivery then RE2....).”" “For example: 10121/ES-07 RE 1.7

12, A client list provided by the ZKA Report indicates the following pertinent

inforination concerning Petrom’s client identification numbers:

Client Nomber Client Name and Q'Eace_ﬂf business

10816
11308
11602
10821
10332

10817

Iran ’Fi?e Manufactoring Company, Teheran, Iran
Kian Tire Manufacturing Co., Teheran, Iran
Razzi Vacciae and Seﬁm} Inst.,, Tehersn/Kar, fran

~ Iran Aireraft Manufacturing Industries, Teheran, Tran
Darou Pakhsh Co., Teheran, lran

Iran Research Qrganisation for Science and Technology,
Teheran, Iran

Exhibit 5, Agency Brief

. The ZK A Report concerning Petrom’s client pumbering svstem that identifies
PO £ , g8y

Iran as an ultimate sxport destingtion was alse correborated and demonstrated by:

&

11602 ~ Razad Vaccing and Serum Jost,
In an undated export for 300 kgof Casamine Acid delivered to Razzi

Vaccine and Serum Institute located at Karaj, fran, the ZKA Report

fdentified the export order number corresponding to Razzi Vaceine and

 Serum Institate as 11602, Exhibit 5, (ZKA Report), Agency Brief,

13



b; Under Invoice No., 334}/1‘}:?, dated August 13, 1997, from Sunshine |
’I‘eg’c&i;&s, Inc., to Petrom, it referenced “‘z;’ OUR ORDER P.O. 11602/ES-
12" The order comprised of “22 ITEMS LABORATORY
CHEMICALS” valued at “USD 9021.95.” Exhibit 35, Agency Brief,

The ZKA Report disclosed that “SEVEN DAYS TRADE CO.
LTD., Teheran, Iran had asked PETROM in 1ﬁie§1 of RAZZI VACCINE
whether the chemical products could be delivered.” In ils communication
with 8even Days Trade, (o, Ltd.,. Petrom referenced the invoice number
“B/1205/1 iﬁﬂszS«m’Q;‘z.” Exhibit 5, (ZKA Report), Agency Brief,

| The ZKA Repott idgnﬁﬁw client no, 11602 as, Razzi V‘accﬁxe and
ﬁ‘semm Inst., located in Tcheran/Karaj, ran. Exhibit 5, (ZKA Report),
Agency Brief. '

In further support, & Shﬁ?pcm Export Declacation (“SED”} form
issued on Aug&mt 23, 1997 for Suashine Textiles, Inc., which referenced
laboratory cﬁamiwis valued at $9€}2§ 0. The SED lsts Razi Vaccine and
Serum Inst., Teheran, Iran as the ultimate consignee with a port of |
ualoading designated as Teberan, Iran. Bxhibit 36, Agency Brief

M@m&m&

¢. On February 13, 1995, Petrom sent é f‘a&:simiié to Sunshine Textiles, Inc.
concerning an order from Antares where they “mention that the goods are
destined for Iran,” The facsimile réferenaed "‘iﬁ&é@S»’“’ﬁ.” Exhibit 37, |

Agency Brief.
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The ZKA Répert identified customer no. 10816 as the Iran Tire
Manufacturing Co, located in ;E‘eheram Tran, Bxhibit § (ZKA Report),
Agency Brief, |
. Inan invoice dated January 19, 1993, from Pgnbermy? Ine. to Petrom for

the export of hydraulic power equipment, it referenced a customer erder
‘ no. 10816/BS-05/PP12. While the invoice showed that the export was to
~ be shipped to Petrom in Musich, Gemxaﬁy, it also contained the words
“REXPORT IRAN” on the form. Exhibit 38, Agency Brief, A second
document entitled, Cezﬁﬁcaié of Origin was issued by Penberthy, Inc. that
provided similar information containing the words “Export Iran” on the
form. Exhibit 39, Agency Brief,

The ZK A Rép@rt identified customer no. 10816 as the Iran Tire

- Manufscturing Co., located in Teheran, Tran. Bxhibit 5 (ZKA Report),

Agency Brief,

10821 < Iran Aircraﬁ Manufacturing Industries
. In an invoice &ated March 3, 1993, from Sunshine Textiles, Inc. {o
Petrom, it referenced order number 10821/E8-02. The eﬁge’ﬁe&d item was
delivered to the Iran Aimraﬁ Manufacturing Industries located in isfah‘an,
Iran.

In another undated export from Suashine Textﬂes, Inc. to the Iran
Adrorafl Méﬁui&e&:‘nﬁng Industries, the ZKA Report identified the eﬁpﬂrt
order number as 10821/ES-06/RE 1. Bxhibit 5 (KA R&p@ﬁ% Agency

Brief.
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The ZK A Report identified customer no, 10821 as the Itan Adroraft
Manufacturing Industries, located in Teheran, Iran. Exhibit 5 (ZKA
Report), Agency Brief |

10332 - Daroy P hgh._i}g%

f Iz; an invoice dated May 7, 1995, for an export by Petrom te}l}amu Pakhsh
Co., Teheran, Iran, it referenced order mamber “10332/B8-29/REL®
Exhibit 5§ (ZKA Report), Agency Brief.

In another invoice dated April 16, 1996, for an export by Petrom to
Darou Parkhsh Co., Teheran , Iran, it referenced order number “10332/B8-
28/REL” Exhibit 5 (ZKA Report), Agency Brief,

The ZE‘A Report identified client number 10332 as the Daron
Pakhsh Co. located in Teheran, Iran, Bxhibit 5, (ZKA Report), Agency

Brief,

. Reiatio&xshig Between Petrom and Sunshine Technolopy and Supplies, Ing,

14, On May 6, 1999, Petrom entered into an agreement with Mr, Hadi Saheli and
Murs. Maray Blanco (Mr, Saheli’s wife) for the purpose of establishing a United
States based company to purchase pmddcts made by U.8. companies for tmport to
Burope. The emmpaﬁy was named, Sunshine Technology and Supplies, Inc.
(“Sunshine”).” Exhibit 25, Agency Eriaﬁv

15. Under the agreement, it was agreed that Sunshine’s business address was to be the

same as Mr. Saheli’s residential addeess, 14230 SW 45 Terrace, Miami, Florida

7 This company i3 distinguished from Suashine Textiles, Inc., who also performed considersble sctivities
with Petrom. ~ '
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16.

33175, S&nshin§ was pot required to “pay any rent whatsoever.” BExhibit 24, 25,
26, Agency Briefl

Petrom was the “actual owner” of Sunshine and bore “all costs of registration and
other costs for ranning the company ... as well as corporate and other taxés as
well as respective legal fees .." Sunshine was created to “exclusively camy out
business activities of Petrom, Petrom s'hgi} provide theneéessary info,

instructions, payment ete. for such business activity,” In addition, Mr. Saheli

wonld receive monthly compensation from Petrorn. Exhibit 23, Agency Brief

Vi

18.

19.

Solicitation of Bxports to Iran

Check Valves and Paris

In March of 1999, Petrom, through Sunshine ordered "600 PCS CHECK,
VALVES AND PARTS” s indicated by Invoice No. 1161799 for shipment from
the United States to Germany. The invoice raf&fencsd “Your order P.O,
10816/E8-99." The shipment, as indicated by a Certificate of Origin was made
by “United States Postal Service Air” to Petrom’s address, Maris-Theresia Str. 28,
Munich 81675 Germany. The reference number provided on the Certificate of
Origin was 10316/E8-99/PP0L. Exzhibit 7 and 8, Agency Briefl
The client numiber code for 10816 is the Iran Tire Manufacturing Company
located in Teheran, fran. Exhibit 4 and 5 (ZKA Report), Agency Brief. -
Pyrogent Test Kit | |
in August of 1998, Petrom, directed Sm:ashiné to contact gid‘v?fhittaker {(“BW") fo

order the following, “Pyrogent Plus, Singie: Test Kit, 24 Single Test Vials Lysate,

17



" 20,

21

1x1 mi Vial Endotoxin, Certificate of Analysis” (Pyrogent Test Kit), Exhibit 9,
Agency Brief, On or about August 16, 1999, BW shipped the Pyrogent Test Kit
to Sunshine. Fxhibit 11, Agency Brief. On the BW shipment form, “10332/ES-
40" was hand written along with other gotes. Id. On or shout August 18, 1999, -
Sunshine shipped the Pyrogent Test Kit to Petrom, Munié,hg Germany. Ex}nbzt
10, Agency Brief. B
The client number code for 10332 is the Darou Pakhsh Co. located in Teheran,
Iran. Exhibit 4 and 3 (ZXK A Report), Agency Brief

| Tire Curing Bladdery
in September of 1999, Petrom directly contacted Danzas AG (*Danzas™), a freight
forwarding finn and requested g detailed offer for shipment of one (1) palette of
tire curing bladders that would be shipped from “Bryan, OH” to Tehran via
Germany. Bxhibit 12, Agency Brief, In o following letier from Petrom 1o

Dranzag, it references, “Shipment ex Cleveland” where Pelrom states, “Please

- instract Danzas in Cleveland to contact Sunshine” regarding the shipment.

Exhibit 13, Agency Brief. Danzas has an office located in Cleveland, Ohdo. |

Respondent’s Answer, dated July 5, 2004,

22. In an email doted September 21, 1999 fwm Michael Miitasch, Danzas GmbH,

Ine. to Harry Walton, Airfreight Manager, Danzas, Cleveland, Mr. Mittash states
*nlease confact Esmshine for] the following shmt ... ready at Byron, Ohbio for our
customer Petrom, GmbH, Munich.” He further states, “Please note that shmf has
to go to ?RA not MUC, as we have to gmd it from there to THR, Tran.” Exhﬁait-

15, Agency Brief,
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23. The shipment of the curing bladders from Danzas’ Cleveland Gfﬁca Whg never
-completed as the Danzag Cleveland Qﬁiae “decided not to serve Péimm with ih.is
transport” a3 it involved “the embarge US to IRAN.” 1d. The shipment was
however, already in route to Cleveland when that decision was made, Id.

24, On September 30, 1999, a shipraent of four (4) tive curing bladders was seized by
special agents from the Office of Export BEnforcement in Middicburg Heights,
Ohdo. The Report of Investigation states that the curing bladders had been
shipped from a ULS. tire manufacturer as requested by Sunshine for the consignee,
Petrom with an ultimate destination of Iran. Exhibit 17, Agemy Brief.

25, By Invoice dated September 22, 1999, Sunshine notified Petrom conceming

: ‘-‘;)’our Order P.CG. 11308/BS-82/EP-01” for 4 pes Curing Bladders.™ Exhiﬁ::it i4,
Ageney Briefl

26. In addition, in a letter dated November 4, 1999, ?étrom sent confirmation fo
Danzas referencing, “Shipment ex Cleveland.” Petrom's letter provided, “Our
mf.: 1 iEOQXE:”:I«SZfTZ»GL” Bxhibit 14, Agency Brief.

7. The client number code for 11308 is the Kian Tire Manufacturing Co. located in
- Teheran, fran, Bxhibit 4 and 5 (ZKA Report), Agency Briefl

28. By letter dated Novemsber 4, 1999 from Danzas to Petrom, Danzas stated that
“misunderstanding” had pccurred “regarding a shipment by Sunchine Technolo gy
& Supplies to Petrom GmbH International Trade.” The letter concerned 8
shipment and its suhse{;umt seizure, on or about September Si}, 999, of four (4)
curing bladders by the Office of Export Enforcement. Danzas stated that

“I'blecause of o similarity in internal reference numbers, we mistakenly belioved
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that your shipment of tive bladders was destined to Iran”” Respondent’s Answer,
dated July 3, 2004,
Regulator Valves and Repair Kit

29. On Angust 11, 1999, Petrom contacted Sunshine directing them to send a

purchase request, “no. 1081 6/B8-1 17/ep-117 to Copes-Vulcan, Inc as represented

by RME Associates, Inc., Lutz, E?Eorida. Exhibit 18, Agency Brief.

30, Sunshine forwarded the purchase order requesting two (2) thermostatic regulating

3.

3z.

valves and other varicus parts. The mqizest referenced purchase erder no.
10816/BS-117/ep-11 and was billed as §11,147.06. Exhibit 19, Agency Brief,

Copes-Vulcan, Inc. sold the items in question to Sunshine as indicated by invoice

‘signed on August 26, 1999, The billing invoice referenced Sunshine’s purchase

order no. 10816/BE8-117/¢p-11 and was billed at $11,147.00. Exhibit 20, Agency
Brief.

By lotter dated November 12, 1999, Sunshine potified Pelrom regarding Invoice
No. 4102/ 99.which refermced “¢ VALVES ANﬁ ONE SET REPAIR KIT” in the

argount of “USD 11,147.06. Exhibit 21, Agency Briefl

. On November 18, 1999, special agents from the Office of Hxport Enforcement:

seized the shipment in Hapeville, Georgia. The shipment was destined to
Sunshine and was labeled “P/0: 10816/E8-117/EP-11." Exhibit 22, Agency

Brief.

34. The client nuraber code for 10816 is the fran Tire‘Mauufacmﬁng Company,

~ located in Tﬁheréﬁ, Iran. Bxhibit 4 and § (ZKA Report), Agency Brief.
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35, On September 25, 1997, Petrom mntaét&d Sunshine Textiles, Inc. aﬁd inguired
about ordering pen recorders, mercury thezfmai gystem and thermeiwﬂss and
bourdon pressure elements. Petrom stated they initially tried to contact “Tom at
ABB” and requested thai Sunshine Textiles, Inc. informy ARB i‘hé& “we need the
following for export South America — Brazil.” Bxhibit 23, Agency Brief,

R i& noted that the XKA'Repcﬁ stated that Sunshine Textiles, Inc. had

provicusty listed Brazil, on or sbout August 30, 1997, as the uldmate destination
for a Petrom export, which was later determined to be a resxport to Teheran, Iran
vig Germany. Exhibit 4, {ZKA Report), Agmcy Brief. It is further noted that
Sunshine Textiles, Inc, emploved a similar strategy in another order to Petrom,
where it provided the end wser as “R.P.C. comercio Lida, Rio de Janeiro/Brazil.”
Acoording to the Alrway bill dated, April 30, 1996, the export was initially
delivered to Germany, but was later forwarded on May 10, 1996 to Daron Li?arhsﬁ
in fran. Id. |

36. Although Ps::im:ﬁ initially contacted Sunshing Textiles, Inc., it was Sunshine, who
Ister igs&m{i a purchase order providing, “Our Reft 11308/ES-26/PP-01A” and
“Your Ref.: Pax quotation dated Oct, 07, 1999 The purchase order was directed |
to ABB Instrumentation, Inc., Rochester, NY and ordered eighty (80) Mercury
Th;stmal Systeﬁ}s {plus thermowells) and seventy (70) Bowrdon pressure
elements. Exhibit 26, Agency Brief

37. On Septemaber 23, 1899, an order acknowledgment was printed by ABR

Automation Inc., Warminster, PA for Sunshine detailing a shipment that
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38,

39,

contained, among other itoms, eighiy (80) “04A-WELL PER PRINT”, seventy
{70) “BOURDON SPIRING PRESSURE”, and eighty (30} “CONSTR, CARD-
MERCURY SYSTEM.” Exhibit 27, Agency Brief.

As referenced by the ABB order acknowledgment, it indicated “REF, P.O. #

1 3868;’3’2&26;??(}1 > On the last page of the order acknowledgment is 2 hand

written correction, with an srrow and guestion mark pointing to the reference P.O.

snumber. The handwritten number provided was 11308 versus the printed number,

11808, Exhibit 27, Agency Brief
As referenced carlicr by the agreement signed between Petrom and Sunshine
{May 6, 1999), Mr. Saheli, who represented Petrom’s direct interest in Sunshine,

“received an amount of USD 25,000 for relaying to ABB/Taylor, as down

~ payment for order no, 11308/88-26.” This amoust was paid to ABB/Taylor.

40,

41

Exhibit 23, Agency Brief.
The client number code for 11308 is the Kian Tire Manufacturing Co. located in

Teheran, Iron. Exhibit 4 and 5 (ZKA Repori}), Agency Brief.

Acting with Knowledpe that a Violation was Intended to Occor

Ca June 15, 1992, prior to the issuance of the United States embargo on Irag, 4
Petrom had contacted Sunshine Textiles, Inc. regarding a shipmant.destined for
Iran. Petrom later requested that Sunshine Textiles, Inc. oblain export license
applications from the International Trade Administration, U.S. Department of

Commerce to export these materials {o Iran. Exhibit 30 and 31, Agency Brief.
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42

43.

On Augﬁst 5, 1992, Sunshine received a facsimile transmission from I)EFCO
Laboratories that provided éxcerpts from the Regulations governing exporis to
Iran. Exhibit 32, Agmc.y Brief Inthe faesim§§e, Sunshine was appraised of the
license requirements concerning exports to Iran, DIFCO Laﬁommries later stated,
“We regret to inform you that due {0 current governmental restrictions, we cannot
enter into sy business proceedings with vour country.” Bxhibit 33, Agency
Brief -

Ox Pebruary 13, 1998, Petrom sent péyment iusfnictioi;s for the Commerzbank
Corp. to credit the Repubiié Bank of Miami for the designated beneficiary of M,
Hadi Saheli in the amount of $73,937.00. The instructions stated, “Intended use
PO No. 10816/ BS-7R/PPOL, 10816/ ES-81/PPG4, PPOS, 11308 /BS-58, Down
Payment for 11308 /ES-26." The country of purchase was lsted as “Tran.”

Fahibit 34, Agency Brief,

44. By letter dated February 15, 2000, Mr. Ralimanifar, on behalf of Petrom indicated

“that it is the expressed buginess policy of vur company to alse consider embargo

regiﬁaﬁons of uther States.” Exhibit 28, Agency Brief

ltems Subiect to the BAR

45, By letter dated July 26, 2000, the Office of Export Enibmemem (OEE) received a

response from the Office of Strategic Trade and Foreign Policy Controls
regarding the OEE's request for export classification for the following equipment:

Bihyi cellulose for use as either an adhesive or a protective coating
in tire manufscturing; tire curing bladders, electrical spore parts for
the curing press used in tire manufacturing equipment, a two-inch
CL 2506 class iron threaded B regulator/W type “R” thermostat,



and 2 strut tension relief and repalr kit consisting of plugs, cages; .
pins, packing and gaskets, all for export to Iran between Janvary 1,
1995 and Febroary 18, 2000,,.. -

The Oﬁ“ice of Strategic Trads and Foreign Policy Controls stated that “all of the

commodities are classified as BAR99.” Exhibit 1, Agency Brief,

Request for Office of Foredgn Assets Control Licenses

46. By letter dated January 14, 2000, the Office of Export Enforcement (OEE)
received a response from the Office of Foreign Assels Control (OPAC) stating
that a review of their files from “August 1993 (o the present™ revealed that no
OFAC licenses had ever been issued io either |

Mary Blanco

Mary Sgheli

Hadi Saheli

Sunshine Technology Supply Ine.
Petrom GmbH

Potrom International

The fran Tire Manufacturing Co.
Milano International Co.
Sunshine Textiles Inc.

TR N ® AR TR

OFAC further stated that “the abové names were checked against the current list
of OFAC Specially Designated Nationals (“SDN™). None of the names appear on

the Hst.” Exhibit 2, Agency Brief.
ULTIMATE FINDINGS OF FACT AND CONCLUSIONS OF LAW

{. Petromn GinbH International Trade and the sﬂbjé&tmaﬁt&rcf this case are pmpGﬂy

‘within the jurisdiction of the Bureaun of Industry and Security in sccordance with

4



tho Export Administration Act of 1979 (50 USC. App. §§ 2401-20) and the
Baport Administration Regulations (13 C.F.R. Parts 730-74).

The Bureas of {ndustry and Security estabiiﬁhed by a pwpaz&d&rmme of the

o

evidence that Petrom GrobH International Trade vielated 13 CER, §764.2{d)y by
conspiring of geting in concert with others in a manner OF for the purpose of
bringing about of doing an act o gxpott Htemns subject to the QAR without US.
Government authorization in violation of ihe BAA, or the BAR, 0;: any order, .
license or anthorization issugxi theresnder. |

3. The Bureaw of Industry and Seourity established by a preponderance of the
evidence that Pefrom Gmbil faterational Trade viclated 13 CRR, § 7642(c) by
spliciting in the unanthorized expost of equipment and items subject 10 the Bxport
Administration Regolatiops from the United States 10 the Islamic Republic of
Tram.

4. 'The Bureas of fndustry and Secority ez:stabiishgd by a 'grefgméemm& of the
evidence that Fetrom Gmbl int&maﬁanai Trade viqiatad 15 CFR. § 764.2(e) by
acting with wnowledge that s viotation of the BAA, the EAR or any order, license
or suthorization issued therennder, has %mrrzﬁ, i about to occur, &f is intended
to occur by the unavthorized esport of equipment and ifems subject to the Export
Administration Reg&ﬁaﬁonﬁ from the United States 10 the Tslamic Republic of
fran. |

5 (iven the facts and clroumstances éf thig matlet, the Bureau of Industty and

Socurily’s proposed assessment of eivil penaltics for the dental of export
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priviloges againgt Petrom GmbH International Trade for the period of .'twenty 20y

yeors and a civil monetary penalty of $143,000 is justified and reasonable. |

BISCUSSION

The Export Administration Act and the supporting Export Administration
~ Regulations provides broad and extensive guthority for the control of exports from the

United States. 3ge In the Matter of, Abdulamir Madhi, ef ¢/, 68 Fed. Reg. 57406

{October 3, 2003 see also S0 US.C A@p. §8 240‘2(2)(,&), 2404{a)(1), 2405(a) {1}, and
15 CFR. § 730.2. Additional authority, providing explicit expott controls by reguiatiuns
and Bxecutive Orders apply specifically to exports to Jran and other restricted countries,
In 1987, the President, through an Executive Order, im'akéd import sanctions against
A}’rfm, which in general, prohibited the export of aﬁy goods, technology or smﬁs&s from
reprinted in 52 Fed, Reg. 41940 {Oct. 30, 1987); see also Bxec. (rder Mo, 12959,
reprinted in 60 Fed. Reg. 24757 (May 6, 1995 Wexpanding sanctions imposed sgainst
Iran); Bxee. Orde‘r*NGD‘ 12857, reprz:nfed in 60 Fed. Reg. 14615 (Mar. 15, 1995)
{declaring actions and policies with respect to the lranian Government to be a national
emergency); see also 31 C.R.R. §§ 560.204, 560.501, Iran is Hsted under the BFAR as a
country having special export and embargo controls. Seg IS CFR. § 746.7.

The burden in this Adminisirative Proceeding lies with the Buresy of Industry and
Secnity to pfe;»'sa the charged violations by the preponderance of the evidence. See ln the

{aiter of: Abdulamir Madbi, et al, 68 Fed. Reg. 57406 (October 3, 2003), The

preponderance of evidence standard i3 demonstrated by reliabls, probative, and
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cubstantial evidence, See Steadman v, G E.C. 450 U5, 91,102 (1981). The Agency, in
_ simpié terins, must demonstrate cyhat the existence of 8 Fact is 1Hore probable than its

nonexistence.” “onurete Pips & Products v Construction Laborers DERSIUA. Pension Trust 508

US. 6(}2 627 (1993)

in {his matter, Petrom is charged with thirteen (13) violations of the Export
A(immxslmﬁou Regulations ocCur n&, + from, on of sbout, March 1998 to, on OF about,
May 2000, Brifly stated, the March 29, 2004 (harging Letler charges Petrom xfse;ith one
count of conspiracy ander 15 CER. § 7642080, six (6) counts of solicitation gnder 15
CRR. § 76420 andd six (6) counts of acting with knom‘le&;,& that a violation of he
Rﬁg;aﬁaﬁms would ooour under 15 CLRR, § 7642(eh

?e%rom 8 Response

At the onset, Pelrom stated that it ia “a German fimtted corz:aﬁany duly esmb}.ishe:;i
and registered in am:ordm&:e seith German law.” Petrom's position is that it has “acted in
accordance with the ag:‘gmahie German aws mz& ﬁ.,guiamm and had no knewiedg&
and/or infontion w violate any export regulations of other countries such a8 the United
Siates of America, when pesforning its frade activities which to the understanding of
| [Petrom] have no pinding forco on {] ﬁs menagement as a German legal entity and/or
Clermuan individuals.” Petrony’s Request for Extension of Time, dated April 7, 2004,

‘hl itg formal Answer, dated July 5, 2004, Petrom denied the allegations shéfg,eci
by BIS. It speeificalty addressed Charges six (6) through nine (9) {tire curing bladders)
as 3 simple mistake made by o freight 1o forward mmagany becyuse of the © ‘simpilarity i
iternal reference msurnbers.” Petrom st&t&d ‘Acting on this mistaken mfmmamm the

Danzas i}fﬁce i {Eiewsiaﬁd, (hio n@ﬁﬁeﬁ the U. S Gswetmmm that the ah;pmem was



daéﬁnacﬁ 'fw Tran.” Respondent’s Answer, dated July §, 2004, Petz;em ia_eluded a letter
from I}anzas,‘ dated Movember 4, 1999, which was provided in response to 8 requést fram
Petrom. | The Denzas letter staté«i, this “is to clarify s mimndersmmi.i‘ng regarding 8
shipment by Sunshine Technology & Suépiies to Petrom GmbH International Trade af
four curing bladders, which wé understand was seiz&d and detained in Cleveland, Ohio
... Because of g stmilarity in internal reference numbers, we mistakenly believed that
yam shipment of tire bladders was destined for Irsn” Danzas further provided, “"t‘a the
best of our knowledge, the four @uﬁng bia&ders are intended for use in Germany, not in
fran.”

With regard to the remaining charges, Petmn:; denied in its Answer any intent to
reexport the items in quéstion from Germany to Iran and that “the mere foct that Petrom
has done business in the past also with Iranian national is obviously not sufficient to
prove such an intention.” Categorically stated, Petrom denies that it intended to reexport
the subject items {o fran and that none of the jtems were, in fact, reexporied to Iran,

Qu Movember 24, 2004, Petrom filed its response to the Agenc&*s Brief eﬁtiﬁad,
Respondent’s Answer to the Memorandum and Submission of Evidence to Supplement
this Record Submitted by the Bureau of Industry and Security (Respondent’s Brief).
Resﬁendem’s opposition was divided into thres {3} main arguments; Applicable Export
Controls, E&*iﬁ%ntiary Submission by the B}S, and Bxtraterritorial effect of the
Regulations, |

Applicable Export Controls

Petrom states that it “understands thet during the time period in question .., it has

‘been a violation of the Regulations to export items subject to both the Franian
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Tranéacﬁens Reguiaﬁms and the Reguﬁaﬁms wim&u_ét a license ... [and that items]
intended -Sgeciﬁazaﬂy for trangshipment to Irsn are itéms subject to both the Iranian
Transactions Regulations and the Regulations and were not allowed [to] be exported
without an OFAC Hcense.” Pé@m’m concludes that BIS failed to sufficiently prove “the
crycial guestion in these proceedings” which is to demonstrate that Petrom had any intent
*to tmbsship td fran the ii&ms imported from the United States,”
Evidentiary Sutsmissign by the BIS

Responding to the Agency’s Brief and Exhibits, Petrom states that the invoice
nombering system detailed by the ZKA “that forms the basis for the charges™ is not
“sufficient evidence to prove the intention of Respondent to transship the respective items
from (ermany to Iran. Bven if the client number used in [a] transaction between
Respondent and [a] U.S, export firm referred to an Iranian custémcr,, this does not prove
that the respective items imported from the United States io: Germany were definitely
destined to be tronsshipped afterwards from Gemmny to the respoctive franian client.”

Fetrom argues that “If a erfminal offense does not refer to certain acts committed
by the charged person, but only to the iagmﬁﬁn of such person fo conumit certain acts in
the future, the evidence of such intention has to be clearly cstablished. This requirennent
is not met by the mere reference to certain aiis:nt gumbers in the mwiccs. made out by the
1.5, expost firm to Respondent.”

Reg&fding Charges 3, 5, 7, 9, 11, and 13 (knowledge that a violation was to
-oceur), Petrom “clearly denies to have had actual knowledge of the specific ras&ictions
and limitations contained in the Regulations with regacd to the reexport to Iran....”

Petrom acknowledged that the United States “announced certain restrictions for the
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export to Iran” but it “has not been aware ... that t}ie mere intention to %amsﬁip' goods |
imported from the U8, to Germany ot & foture date to Iran bad been sufficient to be
charged under the Regalation.” Petrom argues that it is comion knowledge that certain
military equipment and items are c&}ve_r&"i by the Reguiétiam but that it had “no
knowledge thatﬁiﬁ items [in question] imported from the U8, .., [were also a::{}*w,;rfé:(i},”j
| Extraterritorial effect of the Regulations

Petrom “takes the view that Respondent, as a German company with seat and
business establishment in Munich, only had to comply with the requirements of German
and international law as far as export restrictions are concerned.” “Asa German
company scting from its German business establishment Respondent cannot be exée;:ted,
'_ by mxﬁtmst, to be-inform&d about régxﬂatiom on foreign trade of third countries, like the
U.8., when doing business with Iran.” Petrom’s overall legal position is that it “does not
accept and scknowledge the extraterritorial effect of the US Iranisn Transaction
Regulations as claimed by the BIR ...

Anplicable Laws ang_f chggiations

The Regulations provide that “No person may engage in sny conduct prohibited
by or contrary 10 ... any conduct required by, the BAA, the BAR ..., 15CFR. §
764.2(s). Specifically, as it pertains to this matter;

~ No person may gonspire or act in concert with one or more
persons in any manner or for any purpose to bring about or to do any act
that constitules a violation of the BAA, the EAR, or any order, Htense or
suthorization issued therednder, Id. st §764.2(d).

No person may soliclt or attempt a violation of the EAA, the BAR,
ot any order, license or suthorization issued thereunder. Id. at § 764.2(c).

. Mo person may order, buy, remove, conceal, store, use, sell, loan,
dispose of, transfer, transport, finance, forward, or otherwise service, in
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whole or in part, any item exported from the United States, or that i

otherwise subject to the BAR, with knowledge that » violation of the BAA,
~ the EAR, or any order, license or authorization issued thereunder hag

oocurred, is sbout to ocour, or is intended o oear in aonneemm with this

item. Kl at 764.2(e).

The term “Bxport means an actual shipmeﬁt or transmission of items subjectio
the EAR from the United States....” id. at § 734.2{b)(1). The term “Reexport means aﬁ
actual shipment or transmission of items subject to t:ho EAR imm one foreign covatry to
another foreign cﬁuﬁﬁ'y o0 1 8t § 7T3402(0)(4). The export or reexport of items subject
to the EAR through another country for the purpose of transshipping the items to 8 new
couniry is considered o be an export 10 that new @mmny. I&, at § 734.2(b)6).

BIS has Jurisdiction for all ifems “subges,t to the EAR,” which generally are listed
on the Commerce Control List {CCL), but for certain items that are not so listed, the;
Reguiaﬁms provide, ‘;For gase of mf&xmcﬂré and classification purposes, items subject to
‘ the FAR wﬁich are not listed on the CCL are df:sign&te& as ‘EARQ.@.”" 1d. at § 734.3(c).
The items at issue in this matter are classified as “HAR%’,” see Exhibit 1, Agency Brief, .
and are therefore, “sobject to the BAR” pursuant to 15 C.F.R. § 734.3(c). In addition, the '
items in question are also subject to the Irantan Transactions Regulations administered by
the OFAC and may not be exported without an OFAC license, 15 C.F.R. §
T34.3(b)}H)(3i) and § 746.7, and 31 C.F.R, Part 560.204.

Given the response by Petrom, it is important to note that the rides provide that a
person, whether or n& they are complying with foreign laws or regulations “is not

relieved of the responsibility of compiyiﬁg with 1.5, laws and regulations, including the

EAR” I at § 734,12,
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In considering the record taken as 2 whole, BIS has proved by the preponderance
of evidence that Petrom solicited 1maut£mrize& axports for eqnipmeﬁﬁ and itenis subject to
the BAR from the United States to Iran via Germany in violation of 15 C.R.R. § 764.2(c).
By mutual agreement 'iiétweeu_t}m United States of Amm’iéa and thé Federal Republic of
Gem‘i&ﬁy, the Germean Customs Aum{)rity,'the Z@Eﬁﬁimiﬁ&i&mt {“ZKA™, provided
pertinent, reliable, and credible evidence to establish that Petrom used a client
identification numbering system in its orders, iﬁ‘mims, and correspondence, The cliont
identification system was clearly dem.ﬂm;trated by Petromy’s own use and business
practice to associate its Iranian customers with unique identifiers. As shown by the ZKA ‘
Report, Petrom used the client identification systeo for shipments and orders that
oconrred prior to and during the present émbarg@ against fran. Some of the documents
forin the basis of the Charges presented, while others were provided for illustrative or
ather evidentiary purposes. Fﬁf example, in certain facsimile f.rénsmissiams,, invoices,
forms, or communications, Petrom would list Iran as the ultimate destination snd use the
client identifiers as outtined by the ZKA Report. Sge Bxhibit 4, 36, 37, 38, Agency's
Bﬁéf. Concerning the perﬁmm exports charged ?.zefe; Petrom’s continued use of the
same client identifiers is evidenced by its own invoices, e;ioqnﬁ:zmts, and correspondence.
Al of which reliably indicate by the preponderance of the evidence that Petrom
wnﬁmmilte order parts, equipmuent, and itsms, which ‘#f'ere subject to the BAR for export

to fran.
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The Agency submitted reliable, probative &zid subétmﬁal evidence, whith in its

entirety, demonstrate that Petrom solicited orders for:

|8

=

check valves and parts for client namber 10816, which was identified by
the ZK A Report as the fran Tive Manufactwring Company, Teheran, Iran;
pyrogent test kit for client number 10332, which was iécnﬁﬁe:d by the

ZK.A Report as the Daroy Pakhsh Cozzipany, Teheran, an;

.- tire curing bladders ordered directly by Petrom through a freight

forwarder and indirectly through Sunshine for chient number 11308,
which was identified by the ZK A Report as the Kian Tire Manufaciuring
Company, Teheras, fran;

regulator valves and repair kit for client number 10816, which was
identified by the ZKA Report as the Iran Tire Manufacturing Company,
Teheran, Iran; and

mercury thermal systems, thermowells, and other equipment for client
number 11308, which was identified by the ZK A Report as the Kian Tire

Manufacturing Company, Teheran, Iran.

Regarding Charges six {6) through nine (%) concerning the orders for the tire

curing bladders, Petrom subsmits the November 4, 1999 letter by Danzas as a defense.

The Danzas letter indicates that Danzag made a mistake regarding so order reference

number where it mistakenly belisved that the tire curing bladders were destined to Iran.

Based on this mistaken belief, Danzas contacted local U.8, Governmaent authorities,

Upon review of ,‘thé record taken s a whole, the Iﬁanzas fetler, which was prompted by &

réquﬁst from Petrom does not comport with the evidence submitied by BIS. In Exhibit
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| 12, Ageacy's Brief, a telofax sent by Pe:tmm to Danzes, documents “inquiry No.
[1308/ES-82/T1-01,” and states that the shipment of tire curing bladders will be made
from Byron, Chio, “to Germany via air freight” and “Onward to: from Germany “sollect”
via Iran Air to Teheran.” In addition, Sunshine sent an invoice to Petrom, dated
September 22, 1999, fe}r purchase order number 11308/BS-82/BP-01, which listed “4 pes
Curing Bladders” valued at $1851,04. The client identifier listed in hoth communications

i8 the Kian Tire Manufacturing Company, located in Teheran, Iran. Exhibit 4 and §

- {ZK A Report), Agency Brief, Based on the above, the November 4, 1999 Danzas letter -
is outweighed by the evidence demonstrating that Petrom possessed the knowledge that
the shipments were ordered for an Irsnian client,

In addition, BIS charged Petrom with two separste violations of éoliciting orders
for tire wing bladders, Charges six (6) and eight (8). The first solicitation was a divect
order from Petrom to the freight forwarding company, Danzas, AG. See Exhibit 12,
Agency Brief. This order was labeled as “im}tﬁry Mo, 11308/ES-82/T1-01” for *1
palette” of curing bﬁadéars, In a separate wm;micatim from Pelrom to Danzas, Petrom

(instrocts Danzas “to contact Sunshine so that they can have the merchandise delivered to
Cleveland.” HExhibit 13, Agency Brief The fewrd does not show whether or not this
communication ever ocourred. However, Sunshine would send an invoice to Petrom | _
referencing, “4 pes Curing Bladders” for “Yog‘sr Order P.O. 11308/BS-8/EP-01.”
Exhibit 16, Agency Brief. The “enguiry sale” mzmbérs (E8-82) are the same for both
dovaments; however, the last part of the invoice numbers are different, T1-01 versus EP-
01. Looking to the ZKA Report, no farther definition is provided except to étate that this

section con indicate partial deiivéry by using the code “RE.”" The record also doss not
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indicate whether or not “1 palette” of curing bladders is equivalent to “4 pes Curing
Bladders.” Given the distinctions presented, the rez:c:fd demonstrates that Sunshine W&S
solicited at some point te procure tire 'e:u’ring bladders in addition 'to‘ Petrom’s direct
solicitation to Danzas.

| The Regulstions proscribing the a«:is charged apply to a “person” and provide
sebara’w and distinet sanctions for “cach violation.” 15 CE.R. § 764.2, 7643, The

- Regulstions therefore contemplate separate violations to allow for cumulative penalties,

See FAA v. M, Marshall Landy & Int’l Alrcraft Leasing, Inc,, 705 F.2d 624, 636 (™ Cir.
1983}, In this instance, each solicitation of the ﬁte'cuﬁng bladders required an additional
act on the part of Petrom. The record supports the position that Petrom acted on at least

two (2) occasions to solicit orders for tire curing bladders. The issue as to whether or not

SRR ANSRERR

States v, Technic Services, Inc., 314 F.3d 1031, 1046 (9‘*‘ Cir. 2002) {holding that “The

test for multiplicity is whether each count ‘requires proof of an additional fact which the

other does not.””} (quoting Blockburger v, United States, 284 U8, 299, 304 (1932)). A

_person can be charged under the same regolation based on related conduct and may be
sanctioned with multiple viclations “if the conduet "zmﬁariying each viclation inmi%feﬁ 2
separate and distinet act.” Id. see also United States v. Vaughn, 797 ¥.2d 1485 (9% Cir.
1986) and United States v, Wiga, 662 F.2d 1325 (9 Cir. 1981). '

Based on the above, it is hereby held that Petrom committed two (2) solicitations
regarding the order for tire curing &ﬁadd&fg. ’
Petrom also raises the argument thz;t the items in question were never actually

reexported from Germany to Iran. While the record demonstrates that ceriain

i3



transactions did m:st oceur due to the intervention by the Department of Comunerce, the |
record provides that other transactions were in fact exporied fo Germany. Thé facts
presented however, are that all of the items in question were uiﬁmateiyi destined for
‘delivery to Iran. Under the Regulations, it ix a violation to solicit or attempt a violation
of the EAA or EAR. The factthat s shi?ment never reached its final destination is not an
element of the charged act, See 13 CFR. § 784.2(c).
| Given all of the relisble and credible information presented, it is found that
Petrom solicited e@oﬂs, either directly or indirectly from U.S, bmmpaﬁﬁea for export to
Gfmﬁaay, with an ultimate destination of Iran. Al of which occurred without ULS,
Government guthorization in violation of the EAA and BAR.
Acting With Knowledge of a Viclation

One of Petrom’s main arguments is that BIS has failed to demonstrate that Petrom

possessed the intent to transship or reexport the items in qﬂgsti@n to Iran. Inone of its
- rRsponses, Petrqm also refers to a “criminal offense” and states, “evidence of such
intention has to be clearly established.” This proceeding however, is not criminal in
nature and the wﬁdeﬁtiary standasds presented here are certainly different from those
‘Tequired in g cmmma} proceeding.

Here, Pelrom is charged with acting with knowledge thet 8 violation “hss
ocourred, is sbout to oecu, or is intended to occur...,” 15CPR.§ 164.2{e). From the
previous discussion, it is clear that Petrom ordered the items in question for export to its
clients located in Iran, Petrony’s argument that the client or tnvoice mxmbéring system
cannot support the position that Petrom intended to iransship or x‘eex_;&é}zt the items in

question to Iran fails on several p@iﬁi_&
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8. First, it was the 'Germaxi Customs Authority (“ZKA™) V;’h(} compiled and
identified the client information mncez%ﬁﬁg Petrom’s order nwnbeﬁnig
Systém, The ZKA compiled this information from Pelrom’s owg records,
The ZKA Report demonstrates Petrom’s ongoing business practice and
reasonably and reliably indicates that Petrom was saiie:iﬁng exports from the
United States with an ultimate destination of Iran without the required US. -
Government anthorization in violation of the BAA and EAR. Itisthe

~ customer identification number aiﬁngﬁwith the.gomgaiiaiién of docaments,
invoices, facsimiles, and letters that provide by a preponderance of evidexiee
thai Petrom ordered equigmeﬁt and ttems from U.8. sémpmﬁe& with the intent
o transship or reexport the items to Tran without the required U8,
Government authorization. In one of many examples presented in the record,
Petrom was shown to issue payment instructions to Commaerzbank, iﬁ which
Petrom provided purchase order numbers for payment. The client identifiers
presented in the purchase order msﬁzbers follow the same format outlined in
the ZKA Report. The ZKA Report designates the client identifiers in the
payment instruction a5 Iranian customers. In forther support Of the rf:ca}rd,"
Petrom provides in i%xa payment fustruction to Commerzbank that the country
of purchase is “Iran.” Bxhibit 34, Agenoy Brief

b. Second, the formation of Sunshine Technology and Supplies, fnc. is nothing
more than a corporate front established by Petrom to foster its ability t§ dest

direetly with U.S. companies.” The record clearly demonstrates that Sunshine



wag exclusively owned, controlled, organized, funded, and operated bjy
Petrom,

vin addition © theabove, the record shows that Petrom possessed actoal
knowledge that g U S embargo wag present against Iran. In a telefax igw&d prior to
19935, Petrom directed Sunshing Textile, Inc. to contact the International Trade
Administration for the Depariment of Commerce to obtain export license applications to
allow it to export to fran. Exhibit 30 and 31, Agency Brief. Petrom's own policy
statement issued by M. Rahmanifar is that Petrom will consider “embargo regulations of
~ other states.” Exhibit 28, 'Ageﬁay Brief. Furthermore, in 2 1992 transaction, Suoshine,
“whe acled on behalf of Petrom, was gjvén with a copy of the Regulations concerning |
certain export controls to fran. ) In the facsimile sent from DIFCO Laboratories, Sunshine
was appraised of the Regﬁlaﬁons that required @xpeﬁ Heenses for Iran. See Exhibit 32,
| Agency Brief. DIFCO Laboratories would ir;ta? inform Sunshine “that due to current
governmental restrictions, we canpot enter infe any business proeé&:ﬂings with your
country.” Exhibit 33, Agency Brief.

Given the shove, 1 find that Petrom was in possession of the knowledge that the
Enited States had placed an embargo and other rade restrictions for exporting or
reeﬁpoﬁiz‘gg ftems from the United States to Iran. ',It is hereby held that Petrom, with this
kzjmwied ge, continued to order equipment and items without the required U.S.
Government suthorization knowing that a violation of the BAA, the BEAR or any ordes,

license or authorization issued thereander would ocour.
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' g:‘oﬁggiraay’ eg;: Aétgg‘ ‘ g in Concert

Given that Petmxé sﬁﬁcite& the items in qﬁ&éﬁiﬁn for the period of time éiarting on
or a‘&mt March 1999, it is clear ﬁiat Fetrom conspired or acted in concert with others, |
| miinly Sunshine T whn‘oiogy and Supplies, Inc. to export items subject to the EAR to
Iran without U.8. Government authorization in violation of the EAA and BAR. Petrom
developed g scheme té facilitate the ordering of equipment and items from U.S,
companics, mainly through Sunshine ’iﬁﬁchno?@gy and Supplies, Inc., for export to
Ciermany with the knowledge and or intent that it would reexport the items to fran,

I?
, ot
Further, Petrom’s compliance with all German export laws does shield it from 4

viclating United States export laws. See In the Matter of Abdulamir Madhi, ef o}, 68
Fed, Reg. 37408, (October 3, 2003 15 C.F.R. § 734.12. In addition, without any
expressed requirements to demonstrate knowledge or intent, the Regulations on their face

can be treated on the basis of strict Hability with regard to the imposition of civil

penalties. S¢o In the matter of: Aluminum Company of Americs, 64 Fed. Reg, 42641-02
{Aug 5, 1999) {ﬁztdmg‘.that “Iiability and administrative sanctions are imposed on a strict
tiability basis once the Respondent commits the proscfi&ed act”™; Iran Adr v, Kogelman,
996 F.2d 1253 {(1.C. Cir. 1993) {reaffirming the Agency’s position that knowledge is not
an “essential element of proof for the imposition of civil penalties™). “Morecver,
knowledge of the Act and Rﬁg&ﬁaﬁmﬁ; properly may be imputed fo a Respondent who,
from abroad, was actively engaged in an effort_ to export an unlicensed conirolled

commeodity from the United States.” In the Matter of Doron Rotler Individually a/d/a/

1d.; 58 Ped.

Reg, 62095, 62099 1,16 (November 24, 1993),
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Given all of the shove, which demémétmtes tﬁat Petrom solicited and acted Wiﬁi'
kmwiedge‘t}iat a violation would oceur and acted in coneert with Sunshine and others, it
is hereby held that Petrom wnspiraﬁ in a manner or purpose that was designed to Ering
about or commit an acilin viclation of i"he EAA or BAR in prohibition of 15 CER. §
764.2(d),

BASIS OF SANCTION

The Burcau of Industry and Security has suthority to assess civil penalties and
suspensions from practios, including the denial of export privileges before the |
Departm@t of Commerce, Ses 15 CR.R. § 764.3. Heve, BIS recommends & twenty (20y

year period of denial of export p?iviiéges and a civil monetary sanction of $143,000 -
against Petrom GmbH Intemnations! Trade for its unlawful conduct in this matter, BIS
argues that Peﬁm&f GmbH International Teade disregarded U.S. export laws and
Regulations with the knowladge ihat a major embargo exists &atween the United States
and Iran.

T%ie- record shows that Petrom did not apply for _ém’y U.8. Government
suthotization to export the items from the United States to Iran. Tt instesd chose to creste
and conspire with others, including Sunshine Technology and Supplies, Inc.ina scheme
to order U.S. equipment and items for export to Gmnany‘with the Lknéwiw go or intent
that these items would bé recxported to Tran. BIS proposes the above civil penalty
sanctions due to Petrom’s “severe disregard and contempt for ULS. export control iaﬁfs,”

| BIS argues that o twenty (20) year péﬁ@d of denial i.$ alsc consistent with other cases qf

this nature. Se¢ In the Matter oft Arian portvennitiiungs Ginbh, 69 Fed. Reg.

28120, (May 18, 2004) (asséssing a ten (10) vear denial period in connection with an
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Irgnian trangaction); ng_tﬁe ter thi, et al, 68 Fed. Reg. 57406,

{October 3, 2003) (assessing a tweaty (20} year dendal period in conneciion with an

Iranian éransactiea}; In the Matter of Jubal Damavand General Trading Co., 67 Fed, Reg,
| 32000, (May 13, 2002} (ascessing a ten {10} vear denial period in connection with an
Iranian transaction).

Of particular note and by all appearances, the record demaonstrates that Potrom
sought to circumvent U3, export céntm} faws f)}f setting up a front company in Sunsﬁim
- Technologies and Supplics, Inc. in an effort to order 1.8 origin equiptaent and parts for
eventual &Xport to Iran. While the burden reste with the Agency to pr@e- the facts
alleged, Petrom offered very little, if not any, countervailing svidencs in its defense.
Petrom could not challenge the ZK A Report which outlines Petromy’s own business
prac‘iiee and methodology. It was shown that Petrom possessed knowledge of the U5,
embargo on Iran when it sought export he.,ansp approvals prior to the incidents in
guestion. The record also demonsirates that Sunshine was provided copies of the
Regulations concermning the export of vertain materials to Iran. The Agency %xmtmds that
Petrom “has not faken responsibility for its actic:ns;"’ and “cannot be trusted to comply |
with 1.5, export control laws” and, in paﬁicuiar, dealing with a country that this nation
maintains an embargo against doe o s s;lgp@rﬁ for international terrerism. See also 13
CFR. § 746.7 {stating “Iian has been designated by the Secretary of State as & country
that has repeatedly ?mvided support for acts of internations! terrorismy™)

I)ue to the severs nature of the violations and the veiled arguments raised by

Pe;irum I find that the Agency’s pmpﬂse;d assessment i8 iazrg reasenable, and 3u9tzﬁ@d

41



~ RECOMMENDED ORDER

[“RECOMMENDED ORDER” Seetion —~ REDACTED]
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["RECOMMENDED ORDER” Section ~ REDACTED]

43



{“RECGMMENDEB ORDER” Section — REDACTED} .

This Rewmm&ndéd Drecigion and Order is being réfm&i to the Undezf S%mtary'
for review and final action by express mail ag pmvicied under 1§ 3(13;? R § 766.17(b)2)
Due to the shott period of time for review by the Under Secretary, all papers filed with
the Under Secretary in response to this Recommended Decision and Order must bo gent

by personal delivery, facsimile, express mail, or other overnight carrier a3 provided in §
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766.22(a). Submiséigns by the parties must be filed with the Under Secretary for Bxport
Aéminisimﬁcn, Bureau of Indmtiy and Security, U.S. Department of Commerce, Room
H-3898, 14® Sireet and Constitution Avemmg N;%’ .+ Washington, D.C, 20230, within

* twelve (12) daye from the date of issuance of this Réé@mmené&d Decision and Order,
Thereafter, the parties have elght (8) days from receipt of any response(s) in which to
.submit replies,

Within tiiirty {30} days afler i;f:ceipt of this Recommended Decision and Order,
the Under Seﬁremry shall issue 8 written order, affttrning, modifying or vaéaﬁng the
Rewmmeﬁded {)eciéieﬁ and Order. See § 766.22(c). A copy of the Agency regulations
for Review by the Under Secretary is attached.

Drone and dated this 25% day of April, 2005 at
MNew York, Mew York )

Waitex‘}' Brmringki-
Admikistrative Law Judge
U.B. Coast Guard
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CERTIFICATE OF SERVICE
I hereby certify that I have served the foregoing RECOMMENDED DECISION
& ORDER by Federal Bapress to the following persons:

Under Secretary for Export Administration
Bureau of Industry and Secarity -
11.8. Department of Commerce

" Room H-3839 .
14® & Constitution Avenue, N.W,
Washington, B, 20230
Phone: 202-482-5301

~ Philip K. Ankel, Esq.
Offics of Chief Counsel for Industry and Secusity
{1.8. Department of Commerce, Room H-3839
14™ Street & Constitution Avenue, N, W, :
Washington, D. C. 20230
Fhone: {202) 482-5301
Facsimile: {202 482-0083

Dr. B, Khadjsvi-Gostard, Esq.

Dr. Veroniks Havsmans, Fsq.
EKHADIAVIHAUSMANN STEINBRUCK
Briepner Strasse 10

{(Arco-Palaig)

{via International Federsl Express)

ALY Docketing Center, Baltimore
40 8. Gay Street, Room 412
Baltimore, Maryland 21202-4022
Phone: 410-962-7434

Done and dated this 25™ day of Aprl, 2005 at
New York, MNew York

Phone: 212-668-2970
Facsimile: 212-825-1230
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ATTACHMENT A
INDEX of the OFFICIAL RECORD

3} CHARGING DETTER TO RESPONDENT, PETROM GMBH INTERNATIONAL TRADE CHig
jBXECUTIVE OFFICER, FAR-MAJIO RArMANT (NOTICE OF APPEARANUE FOR RAHMAND

s Date of Notice March 29, 2004,
e Received by ALY Docketing Center March 31, 2004,

2)}. LETTER FROM VIRGIRNIA FRANKLIN TO PHILIY D, GOLRICK, BSG. RESPONDING TO
CHARGRNG LETTER. ' :

s Lettor dated April 2, 2004,
33 RESPONDENT'S RESPONSE TO CHARGING LE?TER (REQUEST FOR EXTENSION)
¢  Received April 7, 2004,
4}. OrDER GRANTING HXTENSION OF TiME
- *  Issued April 22, 2004,
5). RESPONDENT’S SECOND RﬁQUEST FOR Emwssém OF TIMB
»  Filed on fune 18, 2004,
63, ORDER GRANTING BXTENSION OF TRME
« {sgued June 25, 2004,
7. Rﬁsmmnﬁm’s RESPONSE TO ﬁl-LARGH\IGi&ZI‘I’ER |
& Filed on July 135, 2004,
&), NOTICE 0F CASH ASSIGMMENT

s  Assipned to ALY Fitzpairick on uly 27, 2004,
®  ALJ Norfolk received pleadings and documents on July 3¢, 2004,

9). ORDER TO FILE BRIEFS
»  [ssued Avgust 18, 2004

10). RESPONDENT'S LETTER TO THE JuDGE
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» Dated September 7, 2004,
- 11, OnpBR ’

¢ Issued September 8, 2004,

13} REQUE%ST FOR STAY f::é% PROCEEDINGS ‘
¢ Dated September 17, 2004,

13} Orogr
o Igsued September 20, 2004,

14) LETTER FROM THE RESPONDENT (REQUEST FOR HXTENSION}
¢ Dated November 4, 2004.

i5} ORDER
¢ lssued November 4, 2004,

16} RESPONDENT’S SUBMISSIONS OF EVIDENCE
s Dated November 24, 2004,

17} NOTIFICATION OF REASSIGNMENT

Issued December 28, 2004,
* Reassigned to ALY Brodzinski.

18) ORDER TOFILE PREDECISIONAL ER?EFS

e Issued December 29, 2004,
s Predecisional Brief due January 24, 2005,

19 MEMORANDUM OF PROPOSED FINDINGS OF FACT AND CONCLUSIONS OF LAW

* Filed January 25, 2005.
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NOTICE TO THE PARTIES REGARDING REVIEW BY UNDER SECRETARY

| CTITLE 15 -- COMMERCE AND FOREIGN TRADE
~ SUBTITLE B -~ REGULATIONS RELATING TO COMMERCE AND FOREIGN TRADE

CHAPTER VII -- BUREAL OF INQUﬁTRY AND SECURITY, DEPARTMENT QF
COMMERCE
SUBCHARTER C -~ EXPORT ADMINISTRATION RE&ULAT'EGP\SS
PART 766 -~ ADMINISTRATIVE ENFORCEMENT PROCEEDINGS

15 CFR 766,22

§ 766.22 Review by Under Secretary.

(a} Recormended deciston. For proceedings not involving violations reiai:ing to
part 760 of the BAR, the administrative faw judge shall immediately refer the
recommended decision and order to the Under Secretary. Because of the time limits
provided under the EAA for review by the Under Secretary, service of the

. recommended decision and order on the parties, all papers filed by the parties In

rasponse, and tha final decision of the Under Secretary must be by personal dei&very,
facsimile, exprass mall or other overnight carrier. If the Under Secretary cannot act
on & recommended decision and order for any reason, the Under Secretary will
deslgnate ancther Department of Commerce officlal to recelve and act on the

recomnmendation.

{b} Submissions by parties, Partles shall have 12 days from the date of issuance of
the recommended decision and order in which to submit sirmultaneous responses.
Parties thereafter shall have elght days from recaipt of any response{s) in which to
submit replles. Any response or reply must be received within the 8 m specified by
t:he Under Secretary.

{c} Final decislon, Within 30 days after recelpt of the remmmemezﬁ decision and
order, the Under Secretary shall issue a written order affirming, modifying or
vacating the recommended decision and order of the administrative law judgs, If
he/she vacates the recommended decision and order, the Under Secretary may refer
the case back to the administrative faw judge for further procesdings. Because of the
thme Himits, the Under Secretary's review will ordinasily be limited to the written ‘
racord for decision, including the transcript of any hearing, and any submissions by

‘the parties concerning the recommended decision,

{d) Dellvery. The final decision and implementing order shall be served on the partles
and will be publicly avallable in accordance with § 768,20 of this part. ,

{&) Appeals. The charged party may appeal the Under Secretary’s writien order

within 15 days to the United States Court of Appeals for the Districtof Col umbﬁa

-pursuant to 50 U.8.C. app. § 2412(c)(3).
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UNITED STATES DEPARTMENT OF COMMERCE
UNDER SECRETARY FOR INDUSTRY AND SECURITY
WASHINGTON, D.C. 20230

)
In the Matter of; }
}

Petrom OmbH International Trade 3 Docket No. 04-BIS-11
Maria~Theresa Strasse 26 ¥
Munich 81675 3
Ciermany }
}
Respondent }
}

RECISION AND ORDER

On March 29, 2004, the Bureau of Industry and Security ("BIS”) filed a charging letter
aganet the respondent, Petrom GmbH Intersational Trade (“Petrom™), that alleged one
violation of Section 764.2(d), and six violations each of Sections 764.2(c) and 764.2{e) of the

feny

Export Adudwistration Regulations (“Regulations™),' which were issued under the Bxport

Administration Act of 1979, as amended (301180, app. §§ 2401-2420 (2000313 (“Act”).”

' The violations charged ocenrred in 1999 and 2000, The Regulations governing the
visdations at tssue are found in the 1999 and 2000 versions of the Code of Federal Regulations
(15 CF R Parts 730-774 (1999-20001. The 2005 Regulations establish the procedures that
apply to this matter.

¢ From August 21, 1994 through November 12, 2000, the Act was in lapse. During that

period, the President, ﬂ;mugh Executive Order 12924, which had been extended by successive
Presidential Notices, the last of which was August 3, 2000 (3 CER., 2000 Comp. 397 (2001)),
,urmuu :d thu Regulations im effect under the futernational Emergency Economic Powers Act

SOULE.C 68 17011706 (20001 (“IEEPA”). On November 13, 2000, the Act was reauthorized
by FPub. L. h o, 106-308 (114 Stat, 2360 ( 30:’)(}}} and it remained in effect through August 20,
2001, Executive Order 13222 of August 17, 2001 (3 CF.R., 2001 Comyp., p. 783 {20023}, which
has been extended by successive Presidential Notices, the most recent being that of August &6,
2004 (69 FR 48763, August 10, 2004), continues the Regulations w effect under IEEPA.



Specifically, the charging letter alleged that from on or about March 1999 to on or about
May 2000, Petrom conspired and acted m concert with others, known and unkoown, to bring
about acts that constitite violations of the Regulations by arranging the export from the United
States to Iran via Germany of items subject to the Regulations and the Tran Transaction
Regulations without the required U5, Government authorizations. In doing so, Pefrom
commifted one vielation of Section 764 .2(d) of the Repulations. These items included check
valves, regulatory valves, test Kits, electrical equipment, ship tire vuring bladders, and other spare
parts, all of which were classified as EARSY tteme onder the Regulations.

The charging letter also alleged that from on or about March 1999 {0 on or about May
2000, Petrom solicited on six separate occasions violations of the Regulations by ordering the
shipment of the Hems at issue from the United States to Iran via Germany. Petrom thereby
commnitied six vinlations of Section 764.2{c) of the Regulations. Furthermore, the charging letter
slleged that in making each of these six unfawitul solicitations, Petrom acted with knowledge that
a violation bf the Regulations was intended to oconr, as fran was the intended uliimate
destination of the lems. The charging letter alleged that at all relevant times, Petrom knew that
prior avthorization was requived from the ULS. Government (o ship the items at issue to Germany
for further shipms‘:zét tos Iran, and c;rdcrf;d the shipment of the items knowing that the shipment
would ocour without the required authorizations. In doing so, Petrom vielated Scetion 764 2(e)
of the Regnlations.

On July 3, 2004, Petrom filed an answer denving the tormal charges. A¢ ordered by the
Administrative Law Judge (“ALI™Y, on October 20, 2004, BIS filed 3 Memorandum and

Subrmission of Bvidence to Supplement the Record (“Agency Brief”) and, on November 26,
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2004, Petrom filed its submission to supplernent the record. On lanuary 24, 2005, BIS filed a
Memorandum of Proposed Findings of Faet and Conclusions of Law, Petrom did not submit any
further filings to the ALL

Rased on the record before i, on April 25, 2005, the ALY issuad a Recommended
Precision and Order ("Recommended Decision and Order”™) mn which he found that Petrom
committed the 13 violations of the Regulations described above. In considerning the record as a
whole, the ALJ found that Petrom conspired or acted in concert with others, mainly Sunshine
Technology and Supplies, Inc. (“Sunshine”}, 1o export items subject to the Regulations to Iran
without authorization from the Departiment of Treasury’s Office of Foreign Assets Controd
(OFACTY in vielation of Section 740.7 of the Regulations, According to the ALJ, Petrom
developed a scheme to facilitate the ordering of paris, equipment, and other items from U.S.
companies, mainly through Sunshine, for export to Germany with the intent to reexport the items
to fran. The ALJ found that Sunshine was established in March 1999 to serve a3 a front company
in the United States for procuring LLS ~ongin items. See Recommended Decision and Order, 39,
Indeed, the agreement that Petrom was the “actual owner” of Sunshine, and that Sunshine was
established to “exclusively carry out {the] business activities of Petrom.  Fetrom shall provide the
necessary info, instructions, payment ete. for such business activities.” Agency Brief, Exhibit 25.

I addifion, the ALY found that BIS proved by the preponderance of evidence that Petrom
solictied on six separale occasions unauthorized exports for parts, equipment, and other items
subject o the EAR from the United States to Iran via Germany in violation of Section 764.2(¢) of
the Regulations, According to the ALJ based on “pertinent, reliable, and credible” evidence

provided by the Genman Cusioms Authority, Petrom used a chent wdentification system in iis

[



orders, inveices, and correspondence that included wnique identifiers for Iranan customers.
Recommensded Decision and Ovder, 32, Based on these unigne identifiers, as well as invoices,
facsimiles, letters, and other documents relfated o the specific transactions at issue, BIS
established that Petrom ordered parts, equipment, and Hems subject to the BEAR for export to
»fl‘&i’i, ax alleged in the charging letter. See Recommended Decision and Order, 32-33.

In each of these six solictialions, the ALT found by the preponderance of the evidence that
Petrom ordered the parts, equipment, and other ilems al issue with knowledge that a vinlation of
the Regulations was intended to ocour. According o the ALY, Petrom possessed “actual
buowledge” that the Usited States maintained an embargo against Iran. Recommended Decision
and Order, 38, In February 2000, o correspondence to the German Customs Authwﬁty, Petrom
stated that “it s the exprassed business policy of our company to also consider embargo
regulations of other States,” and that a particular fransaction nvolving Iran wouwld have been
executed only “after clarification i3t 18 pernussible according to American regulations.” Agency
Brief, Exhnibit 28. In fune 1992, Petrom directed a company in the United States to obtain export
and Order, 38, In light of these facts, the ALY held that Petrom committed one viclation of
Section 764.2(d), aud six violations each of Sections 764.2{c) and 764.2(x) of the Regulations,
He alse reconumended the penalty proposed by BIS - dental of Petrom's export privileges for 20

vears and a civil monetary sanction of $143.0600,



Pursuant to Section 766.22 of the Regulations, the ALY s Recommended Decision and

Order has been reforred to me for final action. Based on my review of the entire record,” | find
that the record supporis the ALY's findings of fact and conclusions of law regarding the above-
referenced charge. 1 also find that the penalty recommended by the ALJT is appropriate
given Petror’s severe disregard and contempt for ULS. export controt laws, the extensive and far-

cackhing nature of the violations, and the importance of preventing foture unanthorized exports to
fran, a country against which the United States maintains an sconomic embargo because of its
support for international terrorism. Specifically, Pelrom attempted to circumvent .S, export
control laws by setting up and couspiring with a front company in the Uniled States in an effort
to order U S -ongin items for ultimate delivery to Iran though Germany. H ordered these items

for export to Iran knowing that such exports would vielate the U8, embargo on Iran. I addition,

f O May 12, 2005, BIS submitted a response to the ALI's Recommended Decision and
{rder, but failed to file its response by the deadhine set forth in the Regulations. Under Section
7662241} of the Regulations, partigs have 12 davs from the date of issuance of the ALY s
Recormmended Decision and Order n which {o submut a response. As the Recommended
Breciston and Order was 1ssued on Apnl 25, 2005, responses were doe ne later than May 9, 2005,
BIS, however, filed its response on May 12, 2005, As BIS failed to file its response by the
deadline set forth in the Regulations, the response was considered in the Under Seoretary’s
deliberations concerning this matter. Petrom did not file a response to the ALY s Recommended
Deciston and Ovder.

* There are two minor clartfications to the Recommended Deciston and Order that need o
be made:

{13 On pages 9 and 28, the Recommended Deciston and Order stales that the
Regpondent’s Aunswer to the Memorandum and Submission of Evidence to Supploment the
Record Sabmitted by the Bureau of Industry and Securily was dated Movember 24, 2004, The
correct date of this submission was Noventber 20.

{2} O page 39, in the second paragraph of the section entitted “Conspiracy or Acting in
Coneert,” the first sentence should read “Further, Petromt’s compliance with all German export

3

laws does nor shield it from violating United States export laws.” {emphasis added).
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the proposed demal order is consisient with penalties imposed in recent cases under the

57406 (October 3, 2003) (affirming the recommendations of the ALJ that a 20-vear denial was
approprigic where violations involved multiple shipments of EARSS items as part of a

conspiracy to ship such items through Canada to Iran}; In the Matter of Arian

Transportvermittiungs OmblH. 69 Fed, Reg. 28120 (May 18, 2004 (affirming the

recommendations of the ALJ that a 10-vear denial order was appropriate where knowing

violations involved on shipment of a controlied item to Tran); and In the Maiter of Jabal

Damavand Oevneral Trading Company, 67 Fod. Reg. 32009 (May 13, 2002} (affirming the

recormrnendations of the ALJ that a [0-vear denial was appropriate where knowing violations
mvolved a shipment of an EARSY stem to Iran). In lght of these circumstances, 1 affirm the
findings of fact and conclusions of law of the ALI's Recommended Decision and Quder.

T IS HEREBY ORDERED,

FIRST, that a civil penalty of $143,000 15 assessed against Petrom GmbH International
Trade (" Petrom”), which shall be paid to the U8 Dcpaﬂmmi of Commerce within 30 days
from the date of entry of this Order. Payment shai? be made in the manner specified in the
attached instructions.

SECOND, that, pursuant to the Debt Collection Act of 1982, as amended {31 U1.8.C.
§§ 3701-3720F (26003}, the civil penalty owed under this Order accrues interest as more fally

described 1 the attached Motice, and, i payment 18 not wade by the due dats specified herein,

Petrom will be assessed, in addition to the full amount of the civil penalty and inferest, a penally

charge and an administrative charge, as further described in the attached Notice,

&



B. Take any action that facilitates the acquisition or attempled acquisition by a
Denied Person of the ownership, possession, or contral of any item subject to the
Regnlations that has been or will be sxporied trom the United States, including
financing or other support activities related to a transaction whereby a Denied

Person acquires or attempls 1o acquire such ownership, possession, or control;

. Take any action to acquire from or to facilitate the acquisition or attempled
acquisition from a Dented Person of any item subject to the Regulations that has
heen exported from the United States;

s, Ohbtain frowm a Dented Person in the United Slates any item subject (o the
Regulations with knowledge or reason to know that the jtem will be, or is
mtended to be, exported from the United States; or

138 Engage fu any transaction (o service any Hem subject {0 the Regelations that has

been or will be exported from the United Slates and that is owned, possessed, or

controfled by a Demied Person, or service any Hem, of whatever origin, that is

owned, possessed, or controtied by a Demied Person if sueh service involves the

use of any item subject to the Regulations that has been or will be exported from

the United States. For purposes of this paragraph, “servicing” means installation,

wmaintenance, repair, modification, or testing.

FIFTH, that, after notice and opportunity for comment as provided in Section 766,23 of

the Repulations, any person, finm, corporation, or business organization related to a Dended
Person by affiliation, ownership, control, or position of responsibility in the conduct of trade or

related services may also be made subject to the provisions of this Order.

8



SIKTH, that this Order shall be served on the Denied Person and on BIS, and shall be
published in the Federal Register. In addition, the ALJY's Recommended Decision and Order,
except for the section related to the Recommended Order, shall be published ju the Federal
Regiseer,

This Order, which constitutes the final agency action in this matter, is effective upon

publication in the Federal Register.

{} i /,} 4T
Vind #7171 ™\
e Y j AN /

Pd}er Lic ﬁcz}t{amn o

Acting Undcr Secretary of C OIUTSLCE
for Industry and Security

Dated: May 26, 2003
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UNITED STATES DEPARTMENT OF COMMERCE
UNMDER SECRETARY FOR INDUSTRY AND SECURITY
WASHINGTON, D.C. 20230

)
in the Matter of: 3
}
Petrom GmbH International Trade } Docket Mo, 04-BIS-11
Maria-Theresy Strasse 26 }
Munich 81675 }
Germany }
}
Respondent 3
)

DRECISION AND ORDER

On March 29, 2004, the Boreau of Industry and Security (“BIS™) filed a charging letter
against the respondent, Petrom GinbH International Trade (“Petrom™), that alleged one
viclation of Section 764.2{d}, and six viclations each of Sections 764 .2(¢) and 764.2e) of the
Export Administration Regulations (“Regulations™),’ which were issued under the Export

Admimistration Act of 1979, as amended (30 US.C. app. §5 2401-2420 (2000)) (“Act).2

"The violations charged ocourced fn {999 and 2000, The Regulations governing the
violations at issue are tound in the 1999 and 2000 versions of the Code of Federal Regulations
{15 CFR. Parts 730-774 {1999-2000)). The 2003 Regulations establish the procedures that
apply fo this matter,

*From Angust 21, 1994 through November 12, 2000, the Act was in lapse. During that
perind, the President, through Executive Order 12924, which had been extended by successive
Presidential Notices, the last of which was August 3, 1000 (3 CF.R., 2000 Comp. 397 (200133,
continued the Regulations iy effect under the International Broergency Heonomic Powers Act
(S0 U.S.C 8§ 1701-1706 (20000 (“IBEPA™). On November 13, 2000, the Act was reauthorized
by Pub. L. No. 106-50R (114 Stat. 2360 {2000}) and it remained in effect through Angust 20,
2001, Executive Order 13222 of August 17, 2001 (3 CF.R., 2001 Comp., p. 783 (2002)), which
has been extended by successive Presidential "\Imzcw the most recent being that of August 6,
2004 (69 FR 48763, Avgust 10, 2004), continues the Regnlations in effect under IEEPA.



Specifically, the charging letter alleged that from on or about March 1999 to on or about
May 2000, Petrom conspired and acted in concert with others, known and unknown, to bring
about acts that constitute violations of the Regulations by arranging the export from the United
States to fran via Germany of items subject to the Regulations and the Iran Transaction
Regulations without the required 11.S. Government authorizations, In doing so, Petrom
commitied cﬁaﬁ vielation of Section 704.2{(d} of the Regulations. These ttems imcluded check
valves, regulatory valves, test kits, electnical equipment, ship tire curing bladders, and other spare
parts, all of which were classified as BARDS iteras under the Regulations,

The charging letier also alleged that from on or about March 1999 to on or about May
2000, Petrom solicited on six separate nccasions vielations of the Regulations by ordering the
shipment of the items at fssue from the United States to Iran via Gormuany, Petrow thereby
commmitied six viclations of Section 7064.2{c} of the Regnlations. Furthermore, the charging letter
alleged that in making each of these six unlawfnl solicitations, Petrow acted with knowledge that
a violation of the Regulations was intended to occur, as Iran was the intended ultimate
destination of the items. The charging letier alleged that at all relevant times, Petrom knew that
prior authorization was required from the ULS. Government to ship the itoms at issue (o Germany
for further shipmem to Iran, and orderéé the shipment of the items knowing that the shipment
would soour without the requoired anthorizations. o doing so, Petrom violated Section 764.2(e)
of the Regulations,

On July 5, 2004, Petrom filed an answer denying the formal charges. &3 ordered by the
Admimistrative Law Jadge (ALY}, on Gotober 20, 2004, BIS filed a Memorandum and

Submission of Evidence (o Supplement the Record (“Agency Brief”) and, on November 26,



2004, Petrom filed s submission to supploment the yecord. On Januvary 24, 2005, BIS filed a
Memorandum of Proposed Findings of Fact and Conclusions of Law. Petrom did not submit any
further filings to the ALL

Based on the record hefore it, on April 25, 2005, the ALJ issued a Recommended
Deciston and Order ("Recommended Decision and Order”) in which he found that Petrom
commitied the 13 vielations of the Regulations described above. In considering the record as a
whole, the ALY found that Petromy conspired or scted in copcert with others, mainly Sunshine
Technology and Supplies, Inc. (“Sunshme™), to export tems subject to the Regulations to fran
without auﬁmriz&ti&n front the Department of Treasury’s Office of Foreign Assets Control
{("OFACT) in violation of Section 746.7 of the Regulations. According to the ALJ, Petrom
developed a scheme to facilitate the ordering of parts, equipment, and other iterns from ULS.
companies, mainly through Sunshine, for export to Germany with the intent {o reexport the iems
to Iran. The ALY found that Sunshine was established tn March 1999 to serve as a front company
Indeed, the agreement that Petrom was the “actual owner” of Sunshine, and that Sunshine was
established to “exclusively carry ont {the] business activities of Petrom. Petrom shall provide the
necessary info, yostroctions, payment oo, for such business activities.” Agency Brief, Exhibit 25

in addition, the AL found that BIS proved by the preponderance of evidence that Petrom
sohicited on six separate occasions unauthorized exports for parts, equipment, and other itens
subject to the EAR from the United States 0 Iran via Germany in vielation of Section 764.2{(¢c) of
the Regulations. According to the ALJ, based on “pertinent, reliable, and credible” evidence

provided by the German Customs Authority, Petrons used a cliont identification aystem in its

w3



orders, invoices, and correspondence that included unigue identifiers for Iranian customers.
Recommended Decision and Order, 32. Based on these umque wdentifiers, as well as invoices,
facsinnles, letters, and other documents related o the specific transactions at issue, BIS
eatablished that Petrom ordered parts, equipment, and items subject to the EAR for export to
Iran, as alleged in the charging letter. See Recommended Decision and Order, 32-33.

In cach of these six solicitations, the ALY found by the preponderance of the evidence that
Petrom ordered the parts, equipment, and other Hemy atwssue with knowledge that a violatiqm.c:f
the Regulations was intended to oconr. According to the ALY, Petrom possessed “actual
knowledge” that the United States maintained an embarge against Iran. Recommended Decision
and Order, 38, In February 2000, in correspondence to the German Customs Authority, Petrom
stated that “it s the expressed business policy of our company to alse cousider embargo
regolations of other States,” and that a particular transaction involving Iran would have been
execuied only “after clarification i is permissible according to American regulations.” Agency
Brief, Exbibit 28, in hune 1942, Petrom directad a company ju the United States {o obtain export
heenses from the Department of Commerce for a shipment to ran. See Recommended Decision
and Order, 38, In light of these facts, the ALY held that Petrom committed one violation of
Section 764.2(d), and 5ix viclations each of Sections 764.2(C) and 764.2(¢e} of the Regulations.
He also recommended the pen?&zity proposed by BIS — denial of Pefrom’s export privileges for 20

years and a civil monetary sanction of $143,000,
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Pursuant io Section 766.22 of the Regnlations, the ALY s Reconunended Decision and
Cirder has been referred o me for final action. Basegi on my review of the entire record,” 1 find
that the record sapports the ALP s findings of fact and conchusions of law regarding the above-
referenced charge.® | alzo find that the penalty recommended by the AL is appropriate
given Peirom’s severe disregard and contempt for ULS. export control laws, the extensive and far-
reaching nature of the violations, and the importance of preventing foture unauthorized exports to
fran, & counlry against which the United States maintains an economic embargo becanae of ﬁ'g
support for international terrorism. Specifically, Petrom attempted to circumvent 1S, export
control laws by setting up and conspiring with g front company in the United States in an effort
to order UL, ~origin ttems for ultimate delivery to Iran though Germany. It ordered these items

for export to Iran knowing that such exports would vielate the U.S. embargo on Iran. In addition,

P On May 12, 2005, BIS submitted a response to the ALY s Recommmended Decision and
Order, but fatled to file s response by the deadline set forth m the Regulations. Under Section
766.22(b} of the Regulations, parties have 1Z days from the date of issuance of the ALTs
Recommended Decision and Order in which to submit a response. As the Recommended
Drecision and Order was issued on Aprid 25, 2003, responses were due no later than May 9, 2005.
BIN, however, filed its vesponse on May 12,, 2005, As BIS failed to Ele its response by thc
deadline set forth in the Regulations, the response wag considered in the Under Secretary’s
deliberations concerning this matter. Petrom did not file a response to the ALY s Recommended
Deciston and Order.

* There are two minor clarifications 1o the Recommended Decision and Order that need to
be made:

{1y Om pages 9 and 28, the Recommended Decision and Order states that the
Respondent’s Answer to the Memorandum and Submission of Evidence to Supplement the
Record Snbmilted by the Burcau of Industry and Security was dated Movember 24, 2004, The
correct date of this submission was November 26,

{2y On page 39, m the second paragraph of the section entitled “Conspiracy or Acting in
Concert,” the first sentence should read “Further, Petrom’s f,ﬁmphame with all German export
taws does not shicld it from violating United States export laws.” {emphasis added).
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the proposed denial order is consistent with penalties tmposed in recent cases under the
Regulations mmvolving shiproents o Iran. See In the Matter of Adbulamir Mabidi, 68 Fed. Reg,

57406 (October 3, 2003} (affirming the recommendations of the ALY that a 20-vear denial was

appropriate where violattons involved niultiple shipments of EARSY itenss as part of a

conspiracy to ship sach ems tweugh Canada to fran); by the Matier of Avian

Transportvermittiungs QubH, 69 Fed, Reg. 28120 (May 18, 2004) (atfirming the
recominendations of the ALY that a 10-vear denial order was appropriate where knowing

violations invelved on shipment of a controlied ttem to Iran}; and In the Matter of Yabal

Bamavand General Trading Company, 67 Fed. Reg. 32000 (May 13, 2002} (affitming the

recommendations of the ALJ that a 10-vear denial was appropriaie where knowing violations
involved a shipment of an EARSY item to Iran). In hght of these circumstances, [ affirm the
findings of fact and conclusions of law of the ALY’s Recommended Decision and Order.

{TIS HEREBY ORDERED,

FIRST, that a civil penalty of 3143000 is assessed against Petrom GmbH International
Trade ("Petrom” ), which shall be paid to the U5, Department of Commerce within 30 days
from the date of eutry of this Order. Payment shall be ywoade in the manner sp@:-iﬁed i the
attached instructions.

SECOND, that, pursuant io the Debt Collzction Act of 1982, as amended (31 US.C
5§ 370137208 (2000)), the civil penalty owed under this Order acerues interest as maore fully
deseribed in the attached Notice, and, if payment is not made by the due date specified herein,
Petrom will be assessed, in addition to the full amount of the civil penalty and interest, a penalty

charge and an administrative charge, as further described in the attached Notice,
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B. Take any action that facilitates the acquisition or attempted acquisition by a
Denied Person of the ownership, possession, or control of any ilem subject to the
Regnlations that has been or will be exported trom the United States, including
financing or other support activities related o a ransaciion whereby a Denied
Person acquires or attempts 1o acquire such ownership, possession, or control;

C. Take any action to acquire from or to facilitate the acquisition or aftempted
scquisition from a Dented Person of any item subject to the Regulations that has
heoor exported from the United States;

1 Obtain from a Denied Person in the United States any item subject to the
Regulations with knowladge or reason to know that the iem will be, or is

intended to be, exported from the United States; or

. Engage in any transaction {0 service any item subject to the Regulations that has
teen or will be exported from the United States and that is owned, possessed, or
coptrotied by a Dented Person, or service any e, of whatever origin, that is
owned, possessed, or controlled by a Dented Person if such service involves the
use of any ilern subject to the Regulations that has been or will be exported from
the United States. For purposes of this paragraph, “servicing” means mstallation,
waaintenance, repair, meodification, or testing.

FIFTH, that, after notice and opportanity for comment as provided in Bection 766.23 of
the Regulations, any person, fizm, corporation, or business organization related to g Denied

Person by affiliation, ownership, control, or position of respounstbility ju the conduct of trade or

related services may also be made subject to the provisions of this Order,



SIRTH, that this Order shall be seyved on the Denied Person and on B1S, and shall be

published in the Federal Register. In addition, th
exvept for the section related to the Recommended Order, shall be published in the Federal

Register.
ion i this matter, 15 sffective upon

This Order, which constitutes the final agency act

publication i the Federal Register.
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i L
Acting Undér Secretary 03 Comumnerce
for Tndustry and Secunty

Dated: May 26, 2005

1e ALLS Recommended Decision and Order,



